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Confidentialit y of taxpayer information has always been a fundamental cornerstone of 

tax systems. The tax admin istration is obl iged to keep the information submitted by the 

taxpaye rs. including their sens itive financ ia l and personal information. confidcJlIial and is 

required \0 take steps to ensure that they arc not disclosed inappropriately. either intentionally 

or by accident. Maintaini ng the confidentiality of taxpayers' information has assumed a greate r 

s igni ficance in view of increased availability of information regardi ng offshore tax evasion and 

tax avoidance and stashing of unaccounted money abroad. The information and/or ev idence of 

slich tax avoidance/cvasion and the underlying criminal activity is often located outs ide the 

territorial jurisdict ion and is obtained only through bilatera l and multilateral cooperation 

amongst count ries/jurisdictions. 

2 . The Government of India has played an important role on international forums in 

developing internat ional consensus for slich cooperation as per globall y accepted no rms. The 

Government o f a country/jurisdiction will , however, agrcc to cxchange information \.vith 

another count ry only if the information exchanged is kepi confidenliaL used only tor the 

spec ified purposes and discloscd o nl y to authorized person(s) in accordance with the agreement 

on the basis of which it is exchanged. It is. therefore. essential that fo r continued ass istance by 

the treaty partners o f India, the information received is kept confidential and is uscd and 

disclosed strictly as per the tenns of the Agreement. 

3. An Information Security Committee ( ISC) has been constituted in the Central Board of 

Direct Taxes (C HDT) under the chairmanship of Member ( IT) through o rders F. No. 

500!l37/2011·FTTR· 1I1 dated th April, 2015 and 191h June 2015 wit h a view to putting in 

place a robust Information Security Mechanism in the DepanlTIcm. The ISC shall consist of a 

Chie f Info rmation Security Officer (C ISO) and s ix other members . The re sponsibil it ies of the 

ISC and C ISO are enclosed al A nnexure A . 
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4. It has now been decided that all Cadre Controlling Pro CCslT should set up a Local 

Information Security Committee (LlSC) headed by a Pr. CIT level officer and comprising CIT 

(Administrat ion). two CIT level officers and two AddUJ!. crr Level officers. Addi tional 

Commiss ioner (IIQ) (Administration) will be the Member Secreta ry of the LiSe. Thc Ll SC 

will bc responsible for: 

(a) Ensuring implementation of the In fonnation Security Policies and Procedures 

(ISI' I') issued by the elso. 

(b) Ensu ri ng that ongoing information security awareness education and training is 

provided to all employees. 

(c) Conducting security re views ensunng that act ion is taken to plug any 

identified/potential gaps. 

(d) Providing monthly reports to the eISO on the status of information security. 

policy violations and infomlation security incidents. 

5. If an unauthorized disclosure takes place. the LI SC should undertake an investigation and 

prepare a complete report . fixing responsibility and recommending act ions to be taken against 

the person(s) concerned for the breach. The report should also suggest measu rcs to be taken to 

avoid similar inc idents in the future. Action for breach of con lident iali ty including under the 

conduct rules and initiation o f proceedings under secti on 280 of the Income-tax Act. 196 1. may 

be taken in appropriate cases by the Pro CCIT/Pr. DGIT/CCIT/DGIT concerned. 

6. The Informat ion class ifica tion guide lines (based on existing classification as per Manual 

of Departmenta l Security Instructions issued by the Ministry of Ilome Affai rs in 1994) are 

enclosed at Annexure B. All information should be classi fi ed into one of the specified 

catcgories. 

7. Files/documents classilied as top secretlsecretlconfidential/ restrie ted need to be 

safeguarded si nce their authorized access or disclosure may cause embarrassment to the 

Government and result in breach o f treaty commitments. Broad guide li nes for handling such 

documents have been provided in Manual on Exchange of Informat ion issued by the eBDT in 

May. 20 15. Detailed instructions in this regard as incorporated in the Manual of Departmental 

Security Instructions issued by the Ministry of Ilome Affa irs in 1994 must be fo llowed while 

dealing with such files/documen ts. 

8. Informat ion seeurit y guidelines in respect of following domains arc enclosed at 

Annexure C: 

(a) Physical and environmental security 

(b) Personnel security 

(e) Identity. access and privilege management 
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(d) Sccurity monitoring and incident management 

9. The Information sccurity guideli nes consist of following sections: 

(a) Background - Provides an overv iew Dnd the coverage of each domain and states 

the important evolutions and developments in each area. 

(b) Relevance of domain to infonnation securi ty ~ Establishes ro le and scope of a 

domain in context of Information Security. 

(c) Management guidelines- Provides domain spec ific recommendations in the form 

of guide lines and objecti ves. These arc denoted by the nomenclature "XX .G" 

followed by the gu ideline num ber, where XX is the code for domain. For 

example. 1'11 .0 I. PH.02, 03 ... 

(d) Security controls- Provides control statements which arc administrative. 

technical. operat ional or procedural and need to be diligently followed. Security 

controls provide insight into multiple areas which need to be implementedl 

addressed in order to achieve the objectives laid out in the management 

guidelines section. These are denoted by the nomenclatu re "XX.C'· followed by 

the control number, where XX is the code for domain. For example. PH.CI. 

PH.C2.PI IC3... 

(e) Implementation guidelines - Provides specific recommendations to aid 

implementation of management guidelincs and security controls. These arc 

denoted by the nomenclature "XX. IG" followed by the implementation guideline 

numbcr. where XX is the code for domain. For example. PI·I.IG1. PH.JG2. 

I'H .103 ... 

(f) Adoption matrix based on information classification - Provides general guidance 

on the depth of implementation of various contro ls. while considering the value 

of information based on its classification. 

10. All Cadre controlling Pr.CCITlPr. DOlT (Systcm)/DOslT should take necessary steps for 

implementation of the above information security related guidelines. The buildings should be 

categorised as follows to enable implementation of the guidelines in a phllscd manner: 

Building 
Building Description 

Category 

Buildings having offices of In vestigation Directorate. Cen tral 
A 

Charges. I&C I. FT&TR. Systems Directorate 

B 
Buildings having ofliccs of Range Heads (other than covered under 

category 1\) 

C Remaining buildi ngs 
-
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11. The due dates for taking action are as under: 

S. No. Aetion to be taken Action by Due Date 

Setting up of Local In fo rmation 
3ls' July 

I Security Commi ttee (LlSC) headed by a All pr.cc r r 

Pro CIT level officer 
2015 

Submission of li st of build ings under 
., 

2 LlSCI Pr.CCIT 
31 > August 

Category A and B to CISO 20 15 

3 
Implementat ion of In formation Security 

Poli cy and Procedures (ISPP) 
LlSCI Pr.CCIT On Going 

~ 
(Rekha Shukla)\----

Chief Information Security Officer. CI3DT 

CIT (Internat ional Taxat ion~3) . New Delhi 

Copy to: 

I. The Chai rperson. CBDT and all Members of the CBDT 

2. Members of the Infonnalion Security Committee 

3. Add!. OIT (DBC) for putting it on www.irsoflicersonline.gov.in 

~~ 
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Annexure A 

Information Security Committee (ISC) lind C hief Information Security Officer (eISO) 

An Information Security Committee \vas constituted in the Central Board of Direct Taxes 

(CBOT) through order dated 7th April. 2015 and 19" June 2015. F. No. 500! 137!2011-FTTR­

III. The members of the Information Security Committee (ISC) are:-

(a) Member (IT). CBOT 

(b) Joint Secre tary (FT&TR-I) 

(e) Joint Secretary (FT&TR-I1 ) 

(d) Join t Secretary (TPL-l1 ) 

(e) CIT (Inv.) 

(I) CIT (InternationalTaxation-3). New Delhi 

(g) orr (I&CI). ew Oelhi 

(h) OIT (Systems-II) 

Member (IT). CBDT will be the Chairman of the ISC. CIT (InternationaITaxation-3). New 

Delhi shall also perform the role of Chief Information Secllrity Olliccr (e ISO). 

Oroad Responsibilities of ISC have been specified as under: 

(a) Ratification of the Infomlation Security Policies and Procedures (lSPP) 

suggested by the CISO. 

(b) Ensure that ISPP is implemented by ensuring the involvement o f the business 

heads. 

(c) Cond uct the management rev iev.' o f" the ISPP to ensure continuing suitability, 

adequacy and effectiveness of ISPP. 

(d) In itiate internal and external security reviews and ensuring that action is taken to 

rcctify any identified shortfalls. 

(e) Responsible for disciplinary action in caSes of breach of ISPP. 

Broad Responsibilities ofC ISO have been spcci fi ed as under: 

(a) Respons ible for preparing, maintaining and communica ting ISPP. 

(b) Oversee all information securi ty processes and serve as the focal point fo r all 

information security issues and concerns. 

(c) Ensure that responsibilities are defined for and that procedures are in effeet to 

promptly detect. investigate. report and resolve security incidcnts. 

(d) Ensure that ongoing infomlation security awareness education and training is 

provided to all employees. 

(e) Provide reports to the ISC on the stalUs of information security, policy violations 

and information security incidents. 
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Annexure U 

Information Classifieiltion Guidelines 

All information available with the office concerned should be classi fied into one of the 

lo ll owing categories (based on Manual of Departmental Security Instructions issued by the 

Ministry of Ilome Affa irs in 1994): 

Classification Description Example 

Top Secret Informat ion. unauthorized di sclosure of which This category is reserved 

could be expected to cause exceptionall y grave for nation's closest 

damage to the national security o r national interest. secrets and is to be used 

with great reserve 

Secret Informat ion. unauthori zed di sclosure of which This classification 

could be cxpected to cause serious damage to the should be used for 

national security o r nat ional interest o r cause high ly important 

serious embarrassment in its functioning. informat ion and IS the 

highest classi fi cation 

normal ly lIsed 

Confidential Information , unauthorized d isc losure of which Treaty exchanged 

could be expected to cause damage to the security info rmat ion. Seized 

of the organization or could be prejudicial to the material elc. 

interest of the o rgani zation. or could afTect the 

organi zation in its functioning. Most infonnation. 

on proper analys is. will be class ified no higher than 

con fident ial 

Restricted Inrormat ion. which is essentiall y mcan t for offic ial Income Tax Return~ 

usc only and which would not be publishcd or Asscssmcn t o rders etc. 

communicated to anyone except fo r offic ial 

purpose 

Unclassified In fomlat ion that requires no protection against Public rcleases etc. 

di sclosure. 

61P age 



Annexure-C: Security Guidelines for Field Officers 
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1. Physical and environmental security 

a. Backgro und 

1.1.1. Physical aspects have a ro le in detenn in ing how infonnation and information systems are housed 

in a facility, who can poss ibly reach physical systems, which way one can enter or ex it from Ihe 

raeil ity, what can human elements phys ically do wit h the system housed in a facility and what 

will be impact of regional phys ical eve nts all the particular faci lities 

1.1.2. Physical secu ri ty in an imponanl companelll of info rmation security and requires a careful 

attention in planning. se lecting countermeasures. deployin g contro ls. ensuri ng secure operations 

and respond in case of all event 

1.1 .3 . Physical security is 110t only restricted to barriers or locks but have evo lved with the usc of 

access control measures. ri sk based or multi factor authentications, mon itorin g cameras, alarms. 

il1lrusion detec tors. etc. 

b. Releva nce of domain 10 information sccudty 

I. I,ack of due eonsidcral ion to the CIrca and to the cho ice of the building may expose info rmation and ['I' 

systems to threats. Choice of the area. bui ld in g arch itecture and plan have a s ignifi cant impact on 

securi ty posture o f information and information systems 

11. Insufficient entry control s may give access to unintended persons. II may all ow entry of unaut horized 

assets or easy passage o f sensitive assets from prem ises 

III. Wi thout adequ ate interior physical control, unauth orized person llel may gain access to sensiti ve areas. 

Instances such as theft of information may re main undetected 

IV. Without processes for phys ica l access provisioning and deprov isioning. govern ing access 10 Ihe 

sensi ti ve physical locat ions will remain a challengi ng task. Thi s will have serious impact on 

secu rity of information and information during their lifc cycle in a part icular physical facility 

c. Physic:11 :md environme nta l sec urit y g uidelines 

,. 

,. 

i. 

i. 
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Map :lIld c haracteristics of ph ysical fllcilili es: Thc organi7 ... il lion must create I'II.GI 
an map of access po int and illfor111:lIion assets and systcms housed within 

I)rotection f"om h:lzllrd: The organ ization must cnsure that all facilitics PH.G2 
hous in g info rmation system s and assets arc provided with adeq uate physical 
secu rity measures. which include protection from natural and man-made hazard 

Physical boundary protection: The organization must deploy an adequate PH .G3 
level o f perimeter security measures such as barriers. fenci ng, protective 
lightin g. etc. 

Restricting ent ry: The o rganization must deploy an adequate le ve l o f 1)II .G4 
cOlrrllermeasures for restricting the en try to the facil it ies only 10 authorized 
persons 

Interior scclIJ'it),: The organizati on must ensure that nil information systems 1)I-1.G5 
and assets arc accessed by only authorized staff and protected by ad equate 
interio r security measures 

Security zones: The o rgani zation mllst ensure that appropriate zones are PI-I .G6 
created to se parate areas accessed by visilOrs from areas housing classi fied 
info rmation assets and systems 

a. B:1Sis information class ilication: Appropri ate sec urity zones mu st be 



i. 

,. 

created inside the premises! building based on the locatio n of information 
assets and systems. commensurate wi th the classification o f information 

b. Mllrking of zones: Zones mllst be c learly marked 10 indicate type of 
personnel allowed access 10 the soid lone within the premise 

c. Security and monitoring of 7.0IlCS: Strict security measures in addition to 
round Ihe clock monitoring o f such areas must be done 

Access (0 restricted area: Access of people and equipment movement and PH.C7 
disposal from the restricted area should be regulated and governed . A special 
care mllst be taken for wearable devices. Such clearances shou ld be done by the 
concerned head of the dcpan mcn t. The organiza tion must establi sh a 
methodology to ensure coord inat ion between illiernal functions and stafT for the 
sallie 

I'hys icnl activit)' monitor'iug lind r'cvicw: All physical access to information I'H.G8 
assets and systems should be monitored and tracked. Uscr should not be 
allo\\cd to carry externa l devices such as laptops; US B dri ves etc. without prior 
approval and authori zation. into .. rcas which housc critica l informa tion 
infrastructurc such as data ce nters etc. 

d. Ph ys ical and e rn-ironment:,1 sceurity conirols 

;, 

;, 

,. 

,. 

;, 
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M:,p and charaCicl"istics of physic;!1 f:lcilitics: The o rgnni7.1lt ion must obtain Pll.CI 

visibility ove r physical facilities and information systellls hOllscd within 

a. A list of pcrsons who are au!horiLed to ga in access to informatio n assets 

and systems housed in data centers or other areas supporting critical 

activ ities. where computer equipment and data arc located or sto red. shall 

be kept up-to-date and should be reviewed periodica lly 

1-I :I:t.:trd assessmcnt : The facilit y hous in g information assets and systems mu st PI·I.C2 

be protected from mllu ral hazard and man-made hazard . A ll facilities located in 

geographicall y vu lnerable areas mu st undergo annual assessment to check 

structural strength 

1'!:lz:,rd protc('lio n: All facilities mu st be equipped \\ith adequate equipmcntto I'H.C3 

counter man-made disasters o r accidents such as fire . The fac ility shou ld ha ve a 

combination of hazmd detection and contro l measures such as smoke sensors, 

sprinklers. fire ex tingu ishers etc. Other se nsors and alarms shou ld a lso be 

installed for early warning 

Sc('uring gatcwlI),s : All en try and exit po ints to facilities housing infonnution PH.C4 

assets and systems mu st be secured by deploy ing manpo"'er and appropriate 

techno logical so lut ions 

Identity b:\dgcs: The entry to a facil ity is restricted to on ly those users who I)H.eS 

prov ide proof of the ir organizational ident ity_ Users must be aware of the 

importance of carl) ing their identity proof with them 

Entry of \-is itors & ex ternal sCn'ice pro\'iders: the organi zc1Iion mllst define PI·I.C6 
process for allowi ng and revok in g access to vis ito rs, partners. third-party 

service providers and support services 

Visitor vcrification: All visi tors to the facili ty mu st only be perm itted to enter PH.C7 

post validation from concerned employee. Vis itor must be instructed to record 



L 

t . 

,. 

;. 

L 

'. 

,. 

L 

t. 
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their identity credentials into the visilOr register prior to permitting them in s ide 

the facility 

In frastruct ure prolection: Power and telecommun ications cabling carrying PI-t.e8 

data or supporting infonnatio n services should be protected fro m interceptio n or 

damage 

GUll rd in g fac ilit y: The o rganization must ensure thai an adequate num ber of PI-I.C9 

sec urit) guards afC deployed at the facilities 

Ve hicle Clltl")' : Ensure that an adequate level of security measures are I)H.C IO 

implemented for vehicle ent ry & exil, vehicle parking areas. loading/unloading 

doc ks. sto rage areas. manho les. and any other area that may prov ide passage for 

ph ys icul intrusion 

Co r rc ilition belween physicnl and logiclli sec u rity: The instances o f phys ical PI-I .C II 

access should be analyzed with logical acccss in stances. Restrictions should be 

imposed for o n premise access of in formati on systems to unauthorized 

personnel. 

Mo ni tori ng & s un'eill a nce: All ent ry and ex it po ints sho uld be under PH.e n 

surve illancc ro und the c lock to look for suspicious acti vity. Funher. all sccurity 

zones in side the fac ilityl building must be secured by deploying manpower and 

appropriate sec urity techno logies 

DispOSlll of equipm ent : Phys ical disposal o f computer o r electron ic o ffice I' H.C13 

equipment containing non-vo latile data storage capabilitics must be c hecked 

and examined to ensure all informatio n has been removcd . Destructio n. 

overwriting o r reformatting o f media mu st be approved and perfo rmed with 

appropriatc lac ilities or tcchn iques such as degauss ing of hard drives. secure 

delete techno logies etc. 

I) rotcc tio ll of information assets :lnd systems : Al l informat ion assets and l' II .C I4 

systems must be protected wit h appropria tc uccess con trol methodol ogies such 

as authorized log-in and password control, sman cards or biometric ucccss 

A uth o rizatio n for change: Ensure Ihat security authori zatio n is perfo rmed for PII.CI5 

all changes pertaining to physical security, instan ces that may introduce security 

vulner:lbiliti es and exception to the policy 

Im, etivit)' timeo ut : All info rmation systems mu st be confi gured to time-out a I)H.CI6 

user's activity post inacti vity for a designated period o f time 

Pro tection of access keys a nd methodology: All access keys. cards. I)H.C17 

passwords. etc. for cnt l)' to any o f the infonnation systems and nCl\\ orks shall 

be phys ically sec ured or subject to wc ll -defined and stric tly enfo rced security 

procedures 

Sho uld er surfing: The di splay sc reen of an infonnalio n system 0 11 which l' I·I.CI8 

class ified info rmat ion can be viewed shal l be cMeful ly positioncd so that 

unauthorized persons cannot readily view it 

C:,tegorizlltiou o f zo nes : The faci lities in the o rgan izat ioll llllLst bc categorized Il H.C I9 

based 0 11 paramcters such as the sensitivi ty of information in tile facili ty. roles 
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of employees in faci lities. operationa l nature of faci lity. innux o f visi tors CIC. 

Access to restricted areas: Visitors requi ring access to restricted areas. in - PI-I.C20 
order to perfo rm maintenance tasks or act ivi ties must be accompanied by 

authorized personnel from the concerned department at atltimcs. A record orall 
equipment being carried inside the facility must be mainlaincd along with 

equipment identification details. Simi larly a record of all equipment being 

carr ied outs ide the facil ity must be recorded and allowed post validation and 

written consent from employee concerned 

Visitor dC\'icc ma nage ment : Vi s itors must be instructed to avoid carrying any PH.e 21 

personal computing devices or storage devices inside facilities housing 

class ified information, unless wrillen permiss ion is obtained from the head of 

the depart ment 

Physica l a ccess a ud itin g and review: All attempts of physical access mu st be PI·I. C22 

audited on a period ic bllSi5 

c. I)hysica l sec urity implementatio n guid elines 

i. 

i. 

i. 

, . 

'. 
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Mnp and ch:lntclel'is tics of physical faci lities: The organizat ion must Pll.IG I 

appropriately pos ition security and monilOring measures commensurate with 

critical ity o f Physical faci lities, information and IT systems housed within thesc 

facilities 

a. Create map of faci lities, their entry & exit points. deployment of IT s)stems 

and people 

b. Create list o f authorized personnel. permitted to access areas! facility 

ho us ing sensit ive information systems! devices. shou ld be maintained at all 

entry points 

c. Physical liccess to suc h areas/fac ility must be granted o nly I>ost verificatio n 

of person as we1ll1s by user au thentication by usc of smart cards. etc. 

H l.lZOIrd lISSl'ss mcnt : The organization must undergo hal .... lrd assessment at PI-I.l G 2 

regular in terva ls 10 cou nter disasters or accidents such as fire sa fe ty risk 

assessmen t, seismic sa fety assessment, nood control assessment and other 

natural ca lamities amo ngst others 

HaZllrd rroleclion: The organi l..a tion must deploy su rficient tools. tec hniques. I)I·I.IGJ 

cquipmcnt etc .. to deal wi th hazard . Capability for detectio n. preventio n and 

con trol metlsurcs sueh as fire alarms. sprinklers. fire extinguishers. safety 

evacuation plans. cletlr exit mnrki ngs must be ava ilable in each facili ty hous ing 

classi fied information 

Sec uring gat eways: All en try and cxi t points to facil ities!areas housing 1)II.lG 4 

classified information in an o rganil.alion must have bio metric access contro ls 

such as fingerprint scan ners or other s imilar gateway access contro l mechanisms 

Identity blUl gcs: The organizat ion must iss ue photo identity cards with PI-I . IG5 

additional secu rity features such as sman chips to emplo)ees for identification 

and elltry to facilities 
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a. Appropriate measures must be undertaken to prevent tailgating in side the 
organizations faci lity 

Ent ry of vis itors & ex terna l scn ' ice providers: The organi7..ation should PI-I.lG6 
main tain records for visitor en try such as name of vi sitor, ti me of vi sit, 
concerned person fo r visit. purpose of visiL address of the visilor. phone 

number of the visitor. 10 proof presented. devices on-person etc . 

b. Entry by visitors such as vendor support stafT. maintenance stafT. project 
teams or other external parties, must not be allowed unless accompanied by 
authoriLed staff 

e . Authori zed person nel permitted to enter the data cen ter or com puler room 

must di splay their identification cards at all in stances 

d. Visitor access record shall be kepI and properly maintained for audi l 

purpose . The access rccords may include detail s sllch as name and 
organisation of the person visiting, signature of the visitor, date of access, 

time of entry and departure, purpose of vis iI, elc. 

c . The passage betwccn the data center/computer room and the dala control 
office, if any, should not be publicly access ible in order to avo id the laking 

away of material from the data center/computer room wi lhout being noticed 

Visitor ve rifica ti on: Vi sitor entry must be permitted only if prior notification 1)1-I.IG7 
has been sha red via email from the concerned personnel. 
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a, Visitors must present a valid photo ident ifi cation card, preferably issued by 
the Government of India at the reception, lor verification 

b, Visi lors must always be escorted by thc concerncd person into the 

des ignated meeting arca in thc facility 

c. Visit ors should be issued a temporary identity card that idcntifies them as a 

visi tor and must be retunl ed to issui ng authority whilc leavin g the premises 
after marking out time in thc visitor' s record 

InrrllSlruclul'c PI'otcction: 

a. Power and telecommunication lines into information processing faciliti cs 

shou ld be undcrground, where poss ible, or subject to adequate alternativc 

protecti on 

b. Network cabling should be protected fro111 unauth orized intcrception or 
damage, for example by using condui t or by avo iding routes through public 

areas 

c. Powcr cables and switching cen tcrs should be segregated from 

communication cablcs to prevcnt interference 

PIUG8 

Guard ing rllcili ty: l3ackground checks of all private guards man ning thc PlU G? 
j~1c i l ily should be conduc ted prior to cmployment! deployment. Dctails such as 
address verification, crimina l records. past cX I>cricncc, refercnccs, family 
delails, medical records Illust be maintained as a minimulll 

a, Ensure Ihat background checks and crcdibility is established prior to 
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recruitment o f guards. In- case guards arc hired froll) a third party 

organiL1tion a stringent process 10 verify and establish credibility of the 
third-party organi7 .. .'Ition mllst also be undertaken 

h. The organi7..3tion lIlust conduct regular trainings for security guards to 

handle routine sec urity operations as well as security incident s, phys ica l 

intrusions. a\\arcncss aboUlllCw storage devices, etc. 

Vehicle ent ry: Adequate security measures should be adopted al vehicle entry. PI1.IGIO 

ex il and parking areas such as deployi ng physical barriers, Tllanual inspection of 

veh icles. sec uri ty lighting, video surve illance, deployi ng adequate security 

guards elc. 

Correlation betwee n physical and logical security: Physical security and I'II . IG I I 

logical security linkages mu st be created 

a. Only approved personnel should have physica l access to facility hou sing 

systems or devices \\hich enable physical or logica l access to sensitive data 

and systems. This includes areas with in the facility whic h house backup 

tapes. servers. cables and communication system s etc. 

b. Access contro ls sho uld encompass arcas containing system hardware. 

net work wiring. backup med ia. and any other clement s required for the 
system' s operation 

Monito ring & s un'cillancc: The organi?..ation must establ ish mechanism for 1' lI.1Gll 

2417 survei llance of al l arcas inside the physical perimeter by use o f te<:hnology 

such as sceurity cameras (or closcd·c ircuit TV) 

a. The organization must monitor the areas such as hosting critical/sensi ti ve 

systems and have video images recorded. The recording of the camera 

should be retained for at least a month for future review 

b. Intruder detection system s can be considered to be in stalled for areas 

hosting critical/sens iti ve system s 

Disposa l of equipment: Destruction and di sposal o f hard drives! memory I'I·I. IG IJ 

dev ices sho uld be perfomled by techniques such as removing magnets. 

hammeri ng. burning. degaussi ng. shredding. sec ure deletion etc. 

a. Any equipment. being carried out of the facility for disposal, must be 
authori zed by the head of the department, under whom the equipment was 

deployed as well as the concerned representative of the informat ion security 

team 

Protection of informatio n assets l lIId systems: Physica l access 10 information PI-I. IG 14 

assets and systcms must be governed by employing techniques such as 

biometric access, smart cards. passwords etc . 

Authorizution for cha nge: Any modification or changes to the phys ical PI ... .IG I5 

security layolltl cSlablished procedure must be done POSI documcn ted approval 

of conce rned authority in the sec urity tcam! Head of the depart men I 

In activi ty timeout : All information systems sho uld be configured to PH.lGJ6 

automatically lock the computer system after 10 minutes o finacli vity 
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P"otection oracccss keys: : All access keys. cards, pass\\ords. etc. forcntry to Il I-l.lC I 7 
any of the information systems and networks shall be physically sec ured or 

subjec t to well-def"ined and strictly enforced security procedures 

a. Ma illlil in a record of all physical access keys by capturing details such liS 
serial number. card ID 

b. Create a mappi ng of physical cards issued wi th dctails o f person authorized 

to usc the same 

c, Establish governance and audi t procedures to manage issue of all physical 
access cards and eventual rcturn to conccrned authority on employee 

depanurc or revocation of access ri ghts of individual au thorized to access 
using physical cards 

S hould cr' s urfing: Information systems con tmnrng classified information PI-I.lGI 8 

should be secured. to avoid shoulder surfing. by deploying privacy f"ilter. 

posi tioning the systems to reducc chances of unauthorized viewing 

Cate~odzlltion of"l.oncs: The facility should bc categori zed as fo llows: 

a. Public zone: where the public has unimpeded access and generally 

surrounds or rOnllS pan of a government facility. Examples: the grounds 

su rrounding a building, or public corridors and e levator lobbies in multiple 

occupancy buildings 

b. Reception zo ne : where the transition from a pub lic /onc 10 II reslricted­

access area is demarcated and controlled. It is typically located at the en try 

to the facility whcre initial con tact between visitors and the depanment 

occurs: this can includc such spaces as places where services lire prov ided 

and information is exchanged. Access by visi tors may be limited to spec if"ic 

times o f the day or for specific rea sons 

c. Ollcralions ZOIU.' : an area wherc llCCCSS is limi ted to personnel who work 

there and to properly-eseoned visitors: it must be ind icated by a 

rccognizable perimcter and monitored continuously. Examples: typica l open 

office space, or typical electrical room 

d . Security zone : area to which access is limited to authorized personnel. and 

to aut horized and properly-eseoncd vis itors; it IllUSt be indicated by u 

recognizable perimeter and monitored cont inuously. Example: an area 

where secret information is processed or stored 

c. I-lig h scc ul'ity zone: an area to which acccss is lim ited to authorized, 

appro priatel) -screened personnel und authorized and properly-esconed 

visitors: it must be indicatcd by a perimctcr built to the speci f"icat ions, 

monitored continuously and be an areu to which detai ls of access arc 

recorded and auditcd. Example: an area where high-value assets arc hand lcd 

by se lected personncl 

PII.IGI9 

Acccss to l'cstricl cd a l'CllS: Visitors requiring acecss to restricted areas must be PI-I.IG20 

uccompunied by authorized personnel. Visitor details such as name of the 

visi tor, lime of visit, purpose of vis it , serial number of the eq uipment (if be ing 

carried). name of uuthorizcd persoll. signature of authorized person etc. must be 
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maintained by the secu rity personnel responsible for Ihe area/faci lity 

a. In case, any equipment is being carried out by the visitor. appropriate 

written authori i' .. a tion gran ted by the head of the department! concerned 

o ffi c ial must be presented to sec urity personne l 

b. An inventory of all equipment taken out of the facility should be 
maintai ned. Detai ls such as equipment name. serial number. model number. 

departme nt! owner, name of approver etc. tl1 ust be rna inla incd 

c. The information security leam must co-authorize the removal o f equipmen t 

from its deployment site 

Vis ito r device mn nagc mcnt: Vis ito rs must nOI be al lowed to carry personal P I-I.lG2 J 

computing or storage devices such as USB. laptop, hClrd dri ve, e DJOVD etc. 

unless written permission is obtained from head ofdepartillent. 

a. Wearable devices: Visitors must be prohibited from carrying any \\earable 

computi ng and processing devices such as smart \ ... atch·s, glass or s imilar 

equ ipment 

b. A ll vis itors and Third panics authorized to carry information processing 

equipment ( like L,'ptops. Ultra books, PDAs) or Media (like Mobile 

phones with cameras. DVD/CDs, Tapes. Removable storage). shllil be 

asked to declare such assets. They will be issucd 11 returnable gatc pass 

contllining the date. time of en try and depart'Ure along the type o f 

equipmen t and its serial number. if app licable. The same shall also be 

recorded in a register at the security gatc. 

c . Equipment like laptops, hard disks, tape dri ves. camera mob ilc phones. etc. 

shu ll not be allo\\cd ins ide the restricted areas. shared services area. e tc. 

unless authorizcd by the conccrncd authority 

P hysic:.1 access a ud itin g a nd review: All attempts of physical access must be l' II.1C22 

captu red in logs and aud ited for illega l access auempts. number of access 

attempts. period of access. facilities vis itcd etc. The following steps should be 
undertaken 

a. En abling and collecting logs physical devices 

b. Wri ting rules to corre late logs to ident ify physical security incidents 

c. Integrating physica l security logs wi th logical security logs 

d. Integrating physical securi ty with S IEM so lutions 

c. Realtimc monitoring of phys ical sceurity logs for classified information 



f. Adoption matrix for Physical Security 

Tal) secret Secret Confidential Restricted Unclassified 

G uidelines 

Map and characteristi cs of PI I.G I PH.G I PII.G I PH .GI 
physical facilities 

Protection from hazard PH .G2 PH .G2 PH .G2 PH.G2 PH .G2 

Phys ical boundary PII.G) PH .G3 PH .G3 PH.G] PII.G3 
protection 

Restricting entry PH.G4 PH.G4 PH.G4 

Interior security PH.GS PH .GS PH.GS PH.GS 

Security zones PH.G6 PH .G6 PH .G6 PH.G6 

Access to restricted area PH .G7 PH .G7 PII.G7 PH.G 7 

Physica l activ ity PH.GS PH .GS PH.GR PH .GS 
monitorin g and rev iew 

Controls 

Map and characteri st ics of 
PH.CI PII.CI PII.CI PH.C I 

physical fac il ities 

Ilazard assessment PH.C2 PII.C2 PI I.C2 PI·I.C2 PH.C2 

Hazard protection PH.C3 PI·I.C3 PI·I.C3 PI·I.C3 PH.C3 

Securing gateways PH.C4 PH .C4 PII.C4 PII.C4 

Ident ity badges PH.CS PI·I.C5 PH .CS PH.C5 

Ently of visitors & external 
PH .C6 PH.C6 PI·\.C6 PI·I. C6 

service prov iders 

Visitor verification PH .C7 PI-I.C7 PI·\.C7 PH.CI 

Infrastructure protection PH_CS PH.CS PI I.CS PI·\.C2 PII.CS 
-

Guarding facility PII.C9 PI·I.C9 PI·I.C9 PI·\.C9 

Vehicle entry PH.C IO PH .cI O PI-I. C 10 Pl·l.e I 0 

Correlation between 
physical and logical PI·I. C II PH.C II PII.C II 
security 

Monitorin g & survei llance PII.C I2 PH.C 12 PI·I.C 12 

Disposal of equipment Pll.el ] PH.C D PI-I.C 13 PH.C 13 
--

Protec tion of information 
assets and systems 

PH.CI 4 PH .C I4 PI·I. C 14 

Authori znt ion for change PI·I.C 15 PI-I.e IS PII.C IS 

Inacti vity timeout PH .cI6 PI-I.e 16 PII.C I6 PI-I.e 16 

Protection of access keys 
PH .C I7 PH.C I7 PII.C I7 PI-I.e 17 

and mcthodology 

Shou lder surfing PH .cI 8 PILC IS pIl.e lR PH.CIS 
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Top secret Secret Confidential Restricted Unclassified 

Categori7..mion of zones PI,I.C 19 PH .C I9 PI-I.e 19 PI·I.C 19 

Access to restricted areas PI'I. C20 PI,I.C20 PII.C20 I'II.C20 

V isitor device management PH.C21 PI,I.C21 PH .C2 1 PII.C2 1 

Physical access auditin g 
PH.C22 PH .C22 Pfl.C22 PH .C22 

and review 

Implementation 

Guidelines 

Map and characteristics of 
PH .IG I. PH .IG I, PH .IG I. PH.IG 1. 

physica l facilities 
PH .IGI(a). PlUG I (a), PH ,IGI (a). PH .IGI(a). 

(b).(c) (b),(c) (b),(c) (b),(c) 

Hazard assessment PH,IG2 PH,IG2 PH.IG2 PII.lG2 PIUG2 

Haz.lrd protection PH. IGJ PH .IGJ PH .IG3 PI UG3 PILlG3 

Securing gateways PH.IG4 PH .IG4 PH.IG4 PII.IG4 

Idcntity badges 
PH .IG S. PI'I.I GS . PI,I.I GS, 

PI-U GS 
PH.IG S(a) PII.IGS(a) PH.IGS(a) 

En try of visitors & external 
PH,IG6. PH,IG6. PH. IG6, 

service prov iders 
PH.IG6 (a) PH.IG6 (a) to PI I.IG6 (a) to PII.IG6 

10 (e) (0) (c) 

PH.lG J . PH.lGJ. PI·LlGJ, PI-U G 7. 

V isitor verification PH.lGJ(a). PII.IG J(a).(b), PH. IGJ(a). PII.IG J 

(b).(c) (c) (b),(c) (a),(b) ,(c) 

PH .IG8. PI,I.I G8 , PIUG 8, PI-I.IG8, PI I.IG8, 

Infrastructure protcction PH.JG8 PH.lG8 PI·I.IG8 PH.lG8 PII.IG8 

(a).(b),(c) (a).(b).(c) (a),(b),(c) (a),(b),(c) (a).(b),(c) 

PH.IG9. 
PI I.IG9. PI-I .IG9, 

Guarding facility PH.I G9(a). PH. IG9 

(b) 
PH,IG9 (a),(b) PILlG9(a) 

Vehicle entry PH. IGIO PH. IGIO PH .IGIO 

Corre lation betwecn PI-I.IG II. 
PH .IG II. 

PI,I.I G I I, 

phys ica l and logical PH.IGII(a). 
PI,I.IG I I (a),(b) 

PI,I.IG II (a). 

security (b) (b) 

PH. IGI2. 
PH .IGI2, 

PlUG 12_ 

Monitoring & surveillance PlUG 12(a), PI-1.1GI2(a), 
PH.IG 12(a). (b) 

(b) (b) 

Disposal of equipment 
PlUG 13. PII.IGIJ. Pl-I.1G 13. PH.lGIJ, 

PH. IGI3(a) PH .IGI3(a) PH.lGIJ(a) PI I.I G 13(a) 

Protection of informat ion 
PH .IGI4 

asset s and systems 
PII.IG I4 PI·I.IG 14 

Authoriz.1tion for change PH. IG1 S PH.IGI5 PlUG 15 
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Top secret Secret Confidential Restricted Unclllssified 

Inactivity ti meout PIUGI6 Pi-LIG 16 PH .IGI6 PH .IGI6 

PH .IGI7. PH .IG I7, 

Protection or access keys Pi-LIG 17 PH .IG I7 
PH .IGI7, 

(a).(b).(c) (a),(b).(c) 
PI·U G 17(c) 

Shoulder surring PH .IGI8 PlUG 18 Pl UG 18 PIUGI8 
--

Categorizntion of zones 
PH .lGI9. PlUG 19. PI-I.IG 19. PH .IGI9. 
PI-I.lG 13(c) PH .IG !J(d) PH .IGI J(d) PI-I .IG 13(e) 

PH .IG20, PH.IG20. PH.IG20, 
Access to rest ricted areas PH.IG20 PH.IG20 PH .IG20(a). PI-I.IG20 

(a),(b),(c) (a).(b),(e) (b).(e) 

PH.IG21. PH.IG21. PI-I .IG2l. PIUG21. 

Visi tor device managemen t PH. IG21 PH.IG21 PI-I .IG21 PIUG21 

(a).(b),(c) (a),(b).(e) (a),(b) (a),(b) 
-

PH. IG22, 
PH .IG22. PH .IG22. PH .IG22, 

Physical access auditing PI-I .IG22 
PH .IG22 PH.IG2 2 PH .IG22 

and review (a).(b ).( e)( d) 

(e) 
(a ).(b ).( e)( dX e) (a).(b) (a).(b) 
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2. Personnel Security 
a. B:lckground 

I. Insider threat has been a large contributor towards a number o f security incidents faced by 

organi7-<llions. Additionally. the sourcing patterns of an organization arc increasingly dependent 

on external service providers. for bridging gaps in their skills and competence. saving cOSts. 

augmenting capab ilities to improve sca lability and for making operations lean and efficient 

11. Il owcvcr. graIning access 10 organil'..alions information assets and systems to third-pany service 

providers (TPSP's) increases the security ri sk. As employees and third parties have access to 
confidential information during their tenure of employment it is crucial that greater emphasis be 

given \0 securing threats o riginaling from humml resources 

iii. The organization may have robust securi ty framework: however. the third party mlly not have a similar 

framework. thus placing the information at risk of compromise or then. The third party Illay 

become the \\eakes t link in the security ecosyStem of the organization 

b. Releva nce of d omain 10 informlltion sec uri ty 

I. Personne l are owners, custodian or users of information assets and systellls. Lack of data about these 

personne l. who may be ei ther employees or third parties. wi ll lead to inadequate protL"(:tion of 

these assets and systems from a security standpoint 

I I. As processes and sub processes conti nue to be outsourced or managed by third party personnel. it is 

importan t 10 keep track of information and data they have access 10. All vendors. third parties. 

consul tants etc. should be contractually liable to implement and follow sec urity best practices for 

personnel security. understanding the applicable le.gal and regulatory compliances. assessment of 

the sensitivity of information and fonnulation of robust contractual agreement s 

III. Without the knowlcdge over how and what employees access. it wi ll be dimcult to assess risk posed to 

information and IT systems by employee actions 

IV. Without traini ng and awareness. employees may not be aware of the security implications o f their 

ac tions. resulting in uninlCntional loss 

v. Third party environment and emp loyees may not be sensitive to the spec ific sec urity requirements of 

the organization. If coverage of the personnel security docs not extend to them. it will be 

difficult to get the desired level of assurance 

c. Personnel security g uid elines 

i. 

i. 

, . 
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Awa reness & training: The organization must develop an appropriate Il E.G l 
information securi ty uwareness and traini ng program fo r al l person nel. All 
adeq uate tools and systems to su pport such training programs shou ld be made 
availi.ble by the organi7..ation 

Employee \'c rificli lion : The organization must conduct background checks or PE.G2 
security cleara nce as part of ils employee hiring process 

Aut horizing access to third parties: The organi7..ation must develop and I)E.C3 
document a process for authorizing physical and logical access to third parties 
for organization owned information assets and systems 

Record 01' llulhorizcd users : The orgnnization should maintain lin updated Il [.C4 
record of all users gran tcd access 10 cueh information asset and system 
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Acccptlibl e usage po licy: The organi zation IU US! deve lop an accepta ble usage I}LGS 
pol icy for a ll information assets and systems incl udi ng Web and emai l 
resou rces provided \0 em ployees. amongst others 

Mo nito r ing a nd revi ew: The orga ni zati on must impl ement appropriate PE.G6 
monitorin g too ls and technology to track com pliance o f person nel wilh 
organizat ion' s po licies 

Li miting exposure of information: The organiz.1tions mllst ensure that P E.G t 
coverage of personnel security program limits the exposure of information to 
unintended recipients, pa rt ies or organ izat ions 

d. PerSOllnel security cont rols 

,. 

i. 

,. 

Tra ining and Awa reness: The organizmion must ensure that ro le based PE.CI 
trai ning is provided to al l personne l withi n the organ izat ion to fami liarize them 
with their ro les and responsibi lities in order to sUPl)Qn securi ty req uiremen ts. 
The organization must ensure that in formation securi ty awareness and training 
inc ludes the following: 

n. Pu rpose o f the training or aware ness program 

b. Report ing any suspected com prom ises or anoma lies 

c. Escalation matrix fo r reponing security incidents 

d. Fa ir usage policy fo r organizat ions assets and systcms 

c . Best pract ices for the sec urity o f accounts 

r. Authorizat ion req uircme nts for applications. da tabases and data 

g. C lassify ing, marking, contro lli ng. storing an d sanitizing med ia 

h. Best practices and regu lations gove rning the secu re operat ion and 
au thorized use of systems 
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Employee verificat io n: Thc organiza tion mu st enslll'c appropriate verifi calio n PE.C2 
such as background chec ks are performed for emp loyees and personne l o f 
TPSP(s) before provid ing access to classified in forma tion 

n. The organi7 .. alion must conduct pre-employment verificat ion through 
authori zed/competent agency 

Authorizing a ccess to third parties : The organi zati on mu st identify PE.C3 
in d ividua ls represent ing th ird party organizations such as consul tan ts, 
contraclOrs. or any other ind ivid ua ls who requ ire authorized access 10 the 
orga nizat ional informat ion and informat ion system 

b. Access to in fo rmation and information systems by cm ployees of ex terna l ! 
Third Party Service Prov ider(s) (T PSP) sho uld only be allowed after due 
veri fi cation (which should be repeated after spec ifi c interva ls), and such 
access sho uld occur under supe rvision of relevant authority 

c. Under no ci rcumstances sha ll third party vendors or pan ner be a llowed 
unrnon itored access to the organi7 .. ntions inlormat ion or in forma tion 
systems 

Accciltable usc polici cs : Ensure thm the polic ies fo r acceptable use are PE.C4 
establ ished for sec ure usage of organ ization's resources such as ema il. internet. 
systems, networks. applications and fi les amongst olhers 
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Oiscilliinary processes: Ensu re that a mecha nism and supporting di scip linary P[,C5 
processes are estab li shed to resolve non-compliance issues and other variances 
in a timely manner 

Reco rd or authorized users: The organizmion must prepare and continuously PE.C6 
update records of access granted 10 all users sllch as employees and third party 
personnel 

The record managemen t must be performed in an automated manner to ensure 
access authorization granted by different funct ions arc maintained in a cen tral 
repository! systelll 

Monitoring :lnd I'c\'iew: The organi.ll.ltion mllst define processes to monitor PE.C7 
and review access granted to personnel including temporary or emergenc) 
access 10 any informa tion asset or system 

Non- disclosure agreements: The organi zation must incorporate 1) E.C8 
considerations such as sign in g non·disclosure con lmcts and agreements in the 
HR process, both for employees and third parties allowed 10 access information 
assets and systems 

Legal ilnd contractual obliga tions: The organization must ensure that PE.C9 
emp loyees and third parties arc aware of lega l and contrllctual obligations with 
respect to sec urity of in fonnalion 

a. The organiz.1 lion must ensure that users are aware of policies. procedures 
and guidelines issued with respecllo Infonnation Security 

Communication Ilrlletices: The organiznl ion must proh ibit its employees and PE.C IO 
eXlernal part ies from di sseminatin g! comm unicating classified informa tion for 
any other purpose expect its authori zed and intended use 

a. Information regarding security incidents must only be communicated by 
designated person nel 



e. Personnel sccud t)' im pleme nta tio n g uidelines 
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Tra in ing a nd awareness : Organization must undertake the development. I)E.l G I 
im plemen tat ion and eva luation of ro le-based tra ining for all person ne l 

a. Impart ro le-based tra in ing to all personnel through spec ia lly designed 
training courses or modules, on a regu lar basis 

b. Emphasize on role of the employees towards information securi ty whi le 
designing training courses or modules 

c. Organi.altion shou ld work wi th an IT/cybcr sec urity subjec t matter expert 
\\ hen developing role-based training material and courses 

d. Organiz"'1tion must measure efTect iveness of role-based trai ning materia l by 
means of internal eva luation of attendees 

e . Orga nizat ion must ensure Ihal ro le-based tra inin g materia l is reviewed 
periodically and updated when necessary 

f. Organi'l.ation should provide an effective mechanism for feedback on role­
based training security material and its presentation 

g. Employee awareness on information sec urity: Organi7.at ion must provide 
in format ion securi ty awareness traini ng as part of the employee induction 
process and at rcgu lar interva ls duri ng the cmploycc's tcnu re. This must be 
extended to all thi rd pany employces working from the organi7..ations 
facili ty 

h. Awa rcness tra in ing program should aim 10 increase user understandi ng and 
sensitivity to th reats. vulnerabilities 

L A\\areness training should focus 011 the need to protect organitation's and 
personal information 

J. Awareness tra ining must covcr topics such as security proced ures. sec urity 
policies. incidcnt reporti ng amongst others 

Employee vc rificatio n: Organization must cond uct cmployee verifica tion by I)E.IG2 
usi ng methods such as 

a. Perform ide mity verificati on through aut horized/ competent agcncy 

b. Conduct background ehecks of all personnel incl uding third party 
personnel. prior to allowing access to classified infonnation 

c. Background verification check should include details such as address 
verifi clIt ion, crimina l records. past experiencc. mcd ical records. family 
detai ls amongst others 

Auth orizing .1CCCSS to third parties : The organiZ<ltion mllst restrict the level I)E.IG3 
of access provided to authorized individua ls from third parties based 011 the ir 
role: func t ion performed and assoc iated need for access 

a. Pr ior to granting phys ica l and logica l access to thi rd party person nel. thc 
o rganiz.1{ion must seek sufficient proof of identi ty of personnel from the 
third pllrty emplo)cr such as recent background check and verification by 
competent authority 

b. Authorization fo r access to thi rd party personnel must be supported by 
documen ted request from head of dcpaltmen t. where third party person nel 
wi II be deploycd 

c. Organ ization must strictly mon itor all act ivity conducted by third party 
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personnel 

d. Organi zation must strictly monitor physical movement of th ird pa rty 
personnel within ils facility 

c. Organ ization should pe nn it au thorized " ind ividuals to use an extcmal 
information system \0 access or 10 process, store, or transm it organizat ion­
controlled informa tio n on ly post verification o f the implementation of 
required security controls on the external system as specified in the 
o rganization's informati on security pol icy 

r. Organi.lation must limil the use of organ ization-controlled portable storage 
med ia by authorized ind iv idua ls on external informat ion systems 

Acceptab le usc poli cics: Organization must identify. document. and I)E.lG4 
implemen t acceptab le usage policy and incorporate the fo llowing: 

a, All users of informa tion systems must take responsib ility fo r. and accept 
the du ty to actively protect organization's informat ion and in formation 
systcms 

b. The acceptable usage poli cy must include information about usage of 
organization le T resources such as com puting equi pment. ema il, optical 
drives, hard drives. in ternet, applications, prin ters, fax mach ine , storagc 
media amongst others 

c. Ensure all employees includi ng third party vendors!c-onsultantslpersonncl 
arc signatory to the acceptable usc pol icy 

Disc iplinary process: Orga nizat ion must establ ish di sci pli nary process to cater PE.IGS 
to instances of non-comp liance to its security or acceptable usage policy 

a. The organization must empower the security team to take di sc ipli nary 
action whcnever in stances of non -compl iance to thc organizati on's security 
policy or proced ures by any employee or th ird party personne l arc 
encou ntered 

Record of authorized users: Organization must implement a central ized P[.lG6 
automated access request and au thori zation capability to establish clear 
visibi lity over clcara nce leve l granted to eaeh user - inc luding employees and 
th ird party person nel. Details about each user IIl ust be updated in a timely 
manner and should include: 

a. Use r deta ils - persona l deta ils. contact detai ls. role, function, status of 
em ployment 

b. Detai ls of backgrou nd checks and verificatioJl 

c. Deta ils of HOD 

d. Li st of authorized arcas all owed to access 

c. Registcred/allocated devices and information systems 

f. Category of class ified infonnation permitted to access 

Mon itoring a lld review: Orga nization must imp lement monitoring mechani sm PF:. IG7 
to track user access act ivi ty and limit the access to exp lic itly allowed to 
personnel by defi ning areas vis ited. ti me ofacccss, activ ities conducted elc. 

a. The organization must periodically review the phys ica l and logical access 
gran ted to personnel to detect in stances ornon-compliance 

Non-disclos ure agree ment s: Organizat ion should inc lude signing of nOJl- PF. .lG8 
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disclosure contracts and agreements in HR process during employment 

a. Non-disclosure agreements shou ld restrict employees and third panics from 
sharing orga nizational informal ion publicall)' 

Lega l a nd con lnictulil ob ligation s: Organi 7-ll lion mu st brief all personnel 1) F.. IG 9 
about their legal and contractual ob ligation to protect the o rgani 7.ations 
infonnation and to follo\\ all security advisories issued by compctcn! authoril), 
so as 10 prevent disclosure of informal ion, loss of sensi tive data amongst and 
information compromise 

a. The terms o f cmploymern mu st corllain a copy of all relevant pol ic ies and 
guidelines 

b. The organization must obtain a formal s ignofT from Ihe employee on all 
such policies and guidelines such as end user policy. acceptable usage 
policy etc. 

Communicat io n I)r:tcliccs: Organil.1tion mu st establish. doc umented and PE.IG 10 
implemented policies, procedures and con trols to restri ct personnel rrom 
unintended cOlll lllun ication, both in ternally and with external enti ties s llch as 
media 

a. Comm unication messages should be c irculated to state security 
requirements or a lert employees IIlliSt be SCnt by designated personnel on I) 

b. Only omcia l spokesperson! designated person from organization must be 
allowed to comlllunicate with media 

c. Inrormationl communication shared with internal o r extemal person nel or 
entities must be approved by top management 



f. Adoption mlltrh: for Ilcrson nel Security 

Top secret Secret Confidential Restricted Unclassified 

Guidelines 

Awareness & training PE.GI PE.GI I'E.G I I>E.GI 

Employee verification PE.GZ PE.GZ PE.GZ PE.GZ 

Authorizing access to PE.G3 PE.GJ PE.G3 PE.G3 
third parties 

Record of au thorized PE.G4 PE.G4 PE.G4 PE.G4 
users 

Acceptable usage policy PE.G5 PE.G5 PE.G5 PE.G5 

Monitoring and review PE.G6 PE.G6 PE.G6 PE.G6 

Limiting exposure of PE.G7 PE.G7 PE.G7 PE.G7 
infomlation 

Controls 

Training and Awareness PE.C I PE.C I PE.CI PE.C I 

Employee veri fication PE.C2 PE.CZ PE.C2 PE.C2 

Authorizing access to PE.C3 PE.CJ PE.C3 PE.C3 
third panics 

- -
Acceptable use policies I)E.C4 PE.C4 PE.C4 PE.C4 

Disciplinary processes PE.C5 PE.C5 PE.C5 PE.C5 

Record of authorized PE.C6 PE.C6 PE.C6 PE.C6 
users 

Monitoring and review PE.C7 PE.C7 PE.C7 PE.C7 

Non- disclosure PE.C8 PE.C8 PE.C8 P['C8 
agreements 

Legal and contractual PE.C9 PE.C9 PE.C9 I'E.C9 
obligations 

Communication PEDO PE.CI O PEDO I'E.C IO 
practices 

Implementation 
guidelines 

PE. IGI, PE. IGI. 
PUG!. 

PE.IG I. 

Training and awareness PE. IGI PE.IGI 
PE.1G I 

PU G I 

(a). 10 U) (a) 10 U) 
(a).(b).(d) 10 

(S)·(h).( i),U) 
(j) 

PE.IG2. 
PE.1G2. PE.IG2 

PE.IG2, PE. IG 2. 

Employee verification PE.IG2 PE.IG2 PE.1 G2 
(a).(b).(c) 

(a).(b).(c) 
(a).(b).(c) (a ).( b).(c) 

PE.1GJ. PE.IGJ. PE. IG3. PE. IGJ. 
Authori zing access to PI:.IG3 PE.IGJ PE. IG3 PE.IG3 
thi rd par1ics 

(rt) 10 (I) (.) 10(1) (a) 10 (I) (iI) 10 (I) 
-
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Top secret Secret Confidential Restricted Unclassified 

PE.1G4. PE.lG4, PE. IG4, PE.IG4, 

Accepta ble use policies PE. IG4 (a), PE.IG4 (a), (b), PL IG4 (a), PE. IG4 (a), 

(b), (c) (c) (b). (c) (b). (c) 

PE.IG5. PE.IG5. l'E. IG5. PE.IGS. 
Disciplinary process 

PE IG5(a) PE. IG5(a) PE.lGS(a) PE.lG5(a) 

PL IG6. PE. IG6. PE.lG6. PE.lG6. 
Record of authorized 

PE. IG6 PE. IG6 PE.IG6 PE.lG6 
users 

(a) 10 (I) (a) 10 (I) (a) 10 (I) (a) 10 (I) 

PE. IG7. PE. IG7. PE.IG7. PE.lG7, 
Moni toring and review 

PE. IG7(a) PE. IG7(a) PE. IG7(a) P E. 1 G7(~I ) 

Non-disclosure PE.lGS. PL IG8. PE.lGS, PE. IGS. 

agreements PE.IGS(a) PE.lGS(a) PE.IGS(a) PE.lGS(a) 

PE. IG9. 
PE. IG9, PE.lG9, 

PE.lG9. 
Legal and contractual PE. IG9(a), PE.lG9(a). 
obligut ions 

(b) 
PE. IG9(a).(b) PE.lG9(a).(b) 

(b) 

PE.lG 10. PE.lG 10. PE.IGIO. PE. IGIO. 
Commu nicat ion PE.IGIO PE.lGIO PE. IGIO PE.lG 10 
practices 

(a).(b),(c) (a).(b).(c) (a),(b).(c) (a),(b).(c) 
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3. Identity, access and privilege management 

a. Background 

I. Users have a diverse sct of access requi rements based on their roles and privileges that lead to complex 

authentication. access, role & privi lege managem ent scenarios in respect of access to 
information and information systems 

11. The access requircmenls vary widely from providing access to endpoin ts 10 network. server systems. 

applications. data and databases, messaging systems, and so on. Organization's information is 
stored, processed and shared over these components of infrastructure. Access to these systems 
may expose the users to the information 

Ill. Further. users and uscr grou ps, with their respect ive operational roles. seek access 10 difTerent 

information asset s for diverse purposes and through various platforms and means. Changin g 

operational ecosystem inlroduces s ignificant level of dynam ism in access requirements in the life 

cyc le of information and information systems 

b. Relevance or domain to inrormalion security 

I. Identity breach is o ne of the most common threats for organization: intruders try llnd defeat Ihe 

organ izat ions authentication schemc: or might steal a critical element of their iden tity: or might 

mis llse an attribute of their identity to engage in fraud 

11. As there is s ignifie<HlI complexity of user identities, privileges and access patterns, the organi zation 

muy st ruggle to comprehend the exposure of information and e.xposure of information to 

unintended persons may get unnoticed 

111. Without spec ific attention on identification, access and privi lege management of employees of external 

service providers and vendors, information may be exposed outside the boundaries of an 
organ ization 

c. Identity, llccess ll nd privi lege ma nagement guidelines 

271 Page 

Governa nce procedures for access rights, idelltil)' & privileges: The IA.G 1 
organ ization must establ ish appropriate procedures to govern access rights to 

information systems and assets: establish a process for creation o f identities: 

establish a process for defin ing user pri vi leges and a devise a mechanism to 

undersland how access 10 information is provided. 

a. Each informat ion assets must ha ve an appo inted custod ian or owner. who 

should be responsible fo r classification of data and approving access to the 

same 

b. In format io n about the user identities, privileges, access patte rn s mu st be 

managed in secure manner 

c. The Illanagement oversight must be enforced through the process of 

approval. monitoring and review to manage identity, users and priv ileges 

through their life cyclcs- identity request, creation. assignment, opc ralion s 
and revocation 

d. The chan ges shou ld be approved by a designated authority 

c. The changes shou ld be recorded for <Illy future analysis 
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Auth cntic.lIi on & a ulho l"i7.at ion fo r access : The organizations must establ ish I A.CZ 

processes for authenticating each user accessing information systems or assets. 

The access requests should be authorized based on predetermined rules that 

consider type of informati on. access Iypes. access requiremen ts, users ro les and 

securi ty requi rements 

a. Instances that au thenticate users and authori ze their access to critical 

informat ion must be recorded 

b. Inact ive accou nts must be disab led as pcr the organi zati on's policy 

Passwo rd R1 11Oagcmcnt: The organizations must have standardized. reliable IA.C3 

and sec ure way o f managing passwords o f users 

a. A standard for password ITHIS1 be de fi ned length, Iype of characters 
permitted 

b. Password history. password change durati on etc. shou ld be determined 

depending on the scnsi ti vity of information and tran sactions 

c. Password reset requ csls must be handled carefully and sec ure ly 

d. Password of privileged lIser accounts should be handled with additional 

care 

e. Shared passwords with vendors must be changed regularly 

C redc ntin l mo nitodng: The organi zatio n must ensure Ihal instances of user IA.G 4 

access provIsion ing. identification. authent icat ion, access authorization. 

credentia l changes and deprov isioning are logged 

a. The access instances should be monitored and reviewed fo r identify ing 

di screpa nc ies 

b. Mal icious attempts of authentication should be prevented. recorded and 

reviewed 

Provisioning Ilc rso ll:ll dcviccs lind rc motc access: The organizations mu st IA.GS 

cnsure that provisioning of access to em ployees of extcma l service providers 

and vendors is managed in a standardized and secure manner 

Segrega tio n of d uties : Thc organization must ensu re that user roles arc IA.G6 

appropriately segregated for performing o perations. It should be ensured that 

lIser leve ls and the ir designated actions arc segregated based on the cri ticality of 

information and transactions 

a. Each uscr action must be distinguished from OIher users. Any discrepancies 
mu st be identified. reviewed and corrected 

Access J"eco rd docum entatio n: The orga ni zation must ensure that it mainta ins IA.G 7 

an updated record of all personnel grarllcd access to a system. reason for access. 

duration for wh ich access was granted. 

Lillkage of logica l a nd physical acccss: The organ ization s must correlate IA.G8 

logica l access in stances with physical access rules for areas where sensitive 

information is processed and stored 



<. Disc iplinary actio ns: Thc organizations must incorporate provis ions for IA.G9 

managing discrepancies and non-conformance in the di scip linary processes 

d. Identi ty, access and privilege mltmlgcmc nt cont ro ls 
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O perat iona l req uirement ma pping: The organ iza tion must ensure that IA.C I 

operat ional requirements arc carefully stud ied to Irdlls lale them into access 

requirements 

Uniq ue ide ntity of eac h USC I' : The organization mlls t ensure that each llser IA.C2 

identity (User- ID) is unique ly attributable 10 only onc unique user 

Use r access management : The orga nization must document procedures for IA.C3 

approv ing. granting and managing user access inc luding user rcgislration/dc­

regi strati on. password del ivery and password reset. The procedures must be 

updated in a periodic manner as per policy 

a. Autho riza tion fo r access: The organization lIlust not allow access to 

informat ion unless authorized by the relevant info rmation or informat ion 

system owners 

Access co ntrol policies: The organization must define access control pol icies IA.C4 

wh ich are integrate-ablc with existing architecture and technological. 

admini strative and phys ical controls 

Need - to - know access: Access rights to information and information IA.C5 

systems must only be granted to users based on a need-to-know basis 

Review of user privi leges: The organi7..a tion must enforce a process to rev iew IA.C6 

user privil eges periodically 
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Special pr ivileges: The organization lIlust ensurc that the use of spec ial IA.C7 

pri vilcges shall be restricted. con trolled and monitored as per organization's 

policy 

Authe nt ication mecha ni sm for llCCCSS: The organizati on must en fo rce IA.C8 

appropriatc authentication mechan ism to allow access to infort1l31i on and 

information systems whic h is commensurate with the sensiti v ity of the 

informa tion being accessed. 

louclive accounts: Inactive accounts must be disabled as per organizations IA.C9 

pol icy 

Accepta hle usage of In fo rnllltion l.lSscts & syste ms : The organ ization must IA.C IO 

define an acceptable usage policy and procedures specifYing the sec uri ty 

requirements and user responsibility fo r ensuring on ly organization mandated 

usc of user account privileges 

Pussword policy: The organ ization must define a password policy 

a. Password standards- such as minimum password length. restricted words 

and format. password life cycle, and include guide lines on usc r password 

selection 

b. Password reset proccss must be set in order to sec ure the credentia l in the 

IA.CI I 



L 

L 

'. 

,. 

,. 

,. 

,. 

process 

Default device credentia ls: The organization must ensure that all vendor· IA.e 12 

su pplied default passwords for equipment and information systems are changed 

before any informal ion syste m is put into operation 

Monito ring lind retention of logs: The organization must mon itor and retain IA.C I3 

records for al l aC livity related to granting access to lIsers 

Unsuccessful log-in Mtcmpls: The organization mu st monitor all log-in IA.C I4 

attempts to informatioll systems and block access to uscrs with consecLlt ive 

unsuccessful log-in attempts 

a. The organization must ensure appropriate monitoring mechanism is 

avai lable to identify fraudulent or malicious aClivity. The authorization 

credential s of user accounts suspected of being comprom ised must be reset 

immediately 

Ad-hoc acccss to sys tcms: The organi zation must ensure that prior approval IA.C IS 

from the head of the department is obtained in-case it is rcqui red to connect a 

depa rtmental information system with another information system under the 

control of another organization. The security level of the information system 

being connected sha ll not be downgraded upon any such interconnect of 

systems 

,1. Under any circumstances the authorizat ion leve l sho uld not allow vendors 

10 access sens itive inrormation I database of the organi zation. Ir needed 

proper su pervision mechanism Illay be evolved to watch the activities oflhe 

vendors 

Remote ll ccess : The orga nizat ion ill ust ensu re that security measures are III IA.C 16 

place to govern the remote access 10 information systems 

a. Appropriate security tech no logies must be implemented to protect 
information or inrormat ion systems be ing accessed via remote access . 
These may include use of protocol s such as 5SL. TLS, 55H and IPsec 

Provis io nin g of pe rso lllil devices: The organization must govern provisioning IA.C17 

of access to personal com puting dev ices sueh as smarl phones. lablcts, and 

memory dev ices to its internal network as per its security policy 

Segregation o f duties: The organi 7.alion mu st cnsure that duties, rolcs. IA.C IS 

responsibilities and functions of individual users nrc segregated. considering 

factors such as conflict of privileges 

Use r awa re ness & lia bility : The organization mUSI ensurc that all users are IA.C I9 

made aware of thcir rcsponsibi lities towards secure access to and usage of the 

organizat ions information and information syslems. All users shall bc 

accountablc and respon siblc for a ll activ ities performed with their User- IDs 

e. Id enlity. access :lnd privilege impleme nta tio n g uidelines 

.. 
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O pe ratio na l requi remenl m:lpping: The organization must develop a formal IA.lC I 

proced ure to govern allocation of user identification Hnd access mechanism. All 
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privileges associated wi th a user-IO must al so be gove rned as per standard 
procedure 

a. Operationa l roles must be mapped to corresponding IT roles 

b. IT roles must be grouped for performing partic ular o perations 

c. Credent ial requirements of the roles must be mnpped cnrefully 

d. Operationa l rules for grant ing and revoking access must be studied and an 

inventory should be created of Ihe 5.111le 

Uniq ue ident ity of eac h use r: All employees including temporary and contract IA.lG2 

,,",orkers mll st be allotted a unique [D. The system for managin g user lOs mu st 

function d irec tly under the head o f the departillent or his aut horized 

representative 

a. User identity sc hemes must be defined and enfo rced 

b. Identity provisioning \\ orknow must be defined with proper c hecks and 

bala nces 

c . Identity prov isionin g process must be audited at periodic interva l 

d . Any sharing o f user 10's should be restricted to special instances, \~ hich arc 

duly approved by the infonnation o r infonnatio n system owner 

e. The shared 10's passwords must be changed promptly when the need no 

longer exi sts and should be changed freq uentl y if sharing is required on a 

regular basis 

f. There must be clear ownership establi shed for shared accounts 

g . There mu st be a log maintained as to whom the sh.ued [D was assigned al 

any gi ven point o f time. Multiple parallel sessions of the same ID must be 

s trictl y prohibited 

USC I' lleeess m:lnageme nt : The organization mu st establi sh a process 10 lA. IG3 

manage user access across the lifecycle of the user from the initial regi stration 

o f new users, pass\\ o rd delivery. p.lssword reset to the final de-registratio n o f 

users who no longer require access to infonnatio n S) stems and services in the 

organization 

a. Detail s of users authorized by the head of the department to access 

info rmation systems and devices must be communicated as per standard 

uscr access rcquest fo rm conta ining details such as name o f person. 

locatio n. designation. department. access leve l authorization. access 

requirement for applications, databases, fifes, info rmation repositories etc . 

b. Any changes or update to lIser access level must be made o nly post 

approval from head of departme nt 

c. User access deacli vatio n request must be submiu(.-d immediate ly upon 

termination of employmcnt, in stances of non-compliance. suspicious 

ac ti vity and in case required as part of d isciplinm'Y Clct ion etc. 

d . The organillltion must ensure that all user access requests are \~· ell 
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documented with details incl uding, but not rcslriclCd to. rcason for access. 

user details, type or user - admin, super user. contractor, visitor etc .. period 

of access. 1100 approval. information asset! system owner approval 

Access co nh'o l Ilolicies: The organizalion must enforce. govern and measure IA.l G4 

compliance with access control policy. 

a. Enforcement of access control polic ies: Access control policies must be 

defined to be enforced on leT infrastructure components such as network, 

endpoints. servers systems. applications. messaging. data bases and security 

devices 

b. Gove rna nce of access conlro l po li cies: Access to the systems. network 
resources and information must be governed as per organizat ion's policies 

c. Co mil lia nce w ith llccess contro l po licies: Non-conformance to policy 

must be monitored and dealt with as per standard practice defined by 

organization 

d. Correlat io n of logica l a nd physica l access : The organi7..at ion must 

implement a mechanism to correlate instances of physical access and 

logical access using IP enabled physical security devices. collection and 

correlation of logs and rules written to correlate physical and logical 

instances 

Need - ( 0 - know access : Access privilegcs to users mu st be based on IA.lCS 

operationa l role and requirement s 

a. Access to higher category of classified infonnalion mllst not be granted 

unless authorized by information owner 

b. Access to system s containing higher category of classified information must 

be restricted by logical access con tro l 

c. Access security matrix mu st be prepared which contains the access rights 

mapped 10 different roles. This mu st be done to achieve the objective of 

role based access control (RBAC) 
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d. Access to system mllst be granted based on access security matrix 

Rev iew of user pri vil eges: All user accounts mu st be reviewed periodically by IA.l G6 

concerned authority by usc of system activity logs. log- in attempts to access 

non-authorized resources, abuse of system privileges. frequent deletion of data 

by user etc. 

Silecilil Il rivilegcs: The organ ization must ensure thai the lise of spec ial IA.lG7 

privileges for users 10 access addi tional information systems. resources. devices 

arc granted on ly post documented approval from infonnation owner 

a. All such additional privileges mu st be issued for a pre-notified duration and 

should lapse post the specified period. 

b. Allocation of special privileges must be strictly controlled and restricted to 

urgent operational cases 

c. All activity cond ucted with the usc o f specia l privileges must be monitored 
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and logged as per organiz .. ltion·s policy 

A uthenticlltio n mec hanism for access : The organizalion must have various IA.IG8 

levels of authentication mechanisms 

a. Depcnding on the sensitivity o f info rmHtion Hnd transactions. aUlhentieation 

type must vary 

b. For access to sensiti ve information system. aUlhenticaiion such as 2·factor 

authent ication shou ld be imp lemented . Au thenti cation levels must be 

defined to include a combination of filly two o f the fo llow ing authentication 

mechanisms: 

Leve l I: l' IN number o r password authentication against a user· ID 

Level 2: Sman card or US B token or One-time password 

Level J: Biometric identification 

c. Credential sharin g must be performcd on an encrypted channel which is 

separate from the message relay channe l 

d . Use d irectory services such as LDAP and X500 

lnacth'c accounts: The organiz.nion must ensure the fo llowing: 

a. All use r accou nts which are inactive for 45 days sho uld be di sabled 

h. The authentication c redentia ls of all di sabled accounts must also be reset 

upon deactivation 

c. Al l disa bled accou nt s must be reactivat ed only post verificat ion of the use r 

by concerned sec urity ad mini strator 

d . All accounts in di sabled Slate for 30 days must be deleted 

IA.J G9 

Acceptable usage of Information llssets & systems : The organizat ion must IA.lGIO 

ensure that lIsers are made aware o f their respons ibility to use thei r account 

privileges on ly for organi zation mandated use 

a. The organization musl clearly sta le that it provides computer devices, 

networks. and other elec tronic informa tion systems to meet its mi ss ions, 

goal s. and initiati ves and users must manage them responsibly to ma in tai n 

the confidential ity, integrity, and avai lability o f the o rgan izat ions 

infonnation 

b. This needs 10 be elaborate ac ross areas such as emai l, internet, desktops. 

information, c lcur desk po licy, password policy ctc. 

c. The organization must obtain user s ign-off on acceptable usage pol icy 

I)assword policy: The organization mu st define it s password policy. with IA.l G II 

spec ifi c foclls on password iss uance and activat ion mcthods along with standard 

process for governance and communica te the same to user upon creation of user 

account 

a. All acti ve sess ions o f a USCI' mu st be terminated post 15 minutes o f 
inact ivi ty and must be activated on ly post re-au thentica tion by specified 
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mechan ism such as re-entering password etc. 

b. I' asswords must be encrypted when tran smitting o ver an un-trusted 
communication nCl\\ ork 

c. Issue guidelines to end user to help in se lecti on of strong alphanumeric 
password compri s ing o f a minimum o f 12 characters 

d. Prevent users from using plIsswords shorter than a pre-defined length, or re­
using previously used passwords 

c. Passwords must be automatically reset if user accounts arc revo ked o r 
di sabled upon inactivity beyond 30 days of inacti vity 

f. Password communication must on verified alternate channel such as SMS, 
ema il. etc. 

Default device credentials: The organization lllUSI ensure that default login IA.lG12 
credentials o f devices such as ro uters, firewall , storage equipment etc, are 

changed prior to the deployment of such devices in the operationa l environmen t 

Monitoring a nd rete ntion of logs: The organization must retain info rmation IA.lCI3 

pertai ning to requests for user ID crelHion , user rights all ocation, user rights 

modification. user password reset request and other in stances o f change or 

mod ificatio n to user profile. as per audit and governance requirements 

Uns llccess fullogin :,tt cmpts: The organization mustilloilitor ullsuccessfullog- IA.IG I4 

in attempts from eac h of the authentication mec hani sms, to track for 

consecuti ve unsuccessful log-in attempts 

a . The user account must be di sabled for a pre-defined limit post fi ve 

un success ful log- in attempts 

b. /\ random al plw Illlmeric tex t CA PTC IIA should be in troduced post second 

unSliccessful log-in attempt 

Ad- hoc access to systems : The organiz.1tion must ensure that authentication IA.l C, 15 

credent ials o f information systems which arc disclosed to vendors for 

maintenance and suppo rt are reset on u periodic basis or upon termination of 

maintenance acti vity, as defincd under the organizati on' s policy 

Remote access: Appro priate device configuration mllst be mainta ined and IA.lG 16 

security capabili ty must be deployed. to prevent remote access to information 

systems and data from o utside the organi zations boundary, unless approved by 

the hC<ld of the department. 

a . Imp lement appropriatc security technologies to protect information or 

information systems being accessed via remote access, such as using VPN 

based o n SSI..rrLS. SST!> or IPsec 

b. Enab le capture of logs of all activity conducted via rcmote acccss 

c. Audit logs of a ll activ ity conducted via remote access 

Provis ioning o f person:.1 de\'ices : Refer personnel secllrilY 

Segregation of duti es: Thc organization must ensure the following: 

a. Separate dut ies of ind ividual s as necessary. to prevent malevolent lIetivity 

IA. IGI7 

IA.IGI8 
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without col lu sion 

b. Documents sep..1ration of duties 

c. Implemcn ts separat ion of duties through assigned informatio n system 
access authori zations 

d. Restricts mission functions and creates distinct infonnation system su pport 
funct ions are divided among different ind ivid uals/roles 

e. Prevent different individua ls perform information system support functions 
(e.g.. system management. systems programming. configurat ion 
ma nagemen t, quality assurance and testing. network security) 

f. Separate security personnel who administer access con trol functions frolll 
perform ing administer audit functi ons 

g. Create different ad mini strator accounts for difTcrent roles 

User awareness & li"bility: Refer Penwllllel seclfrilY 

351 Page 

IA. IG I9 



f. Adopl;on ",aldx ro' Idcnl;Iy, .c<css and pdv;lege ma.agemcnl 

To p secret Secret Confidential Restricted Unclassified 

Guidelines -
Governance procedures for 
access rights. idcnlilY & IA.OJ IA.GI IA.GI IA.GI IA.GI 
privi leges 

Authentication & 
IA.G2 IA.G2 IA.G2 IA.G2 

authorization for access 

I}assword management IA.G) IA.G) IA.GJ IA.G3 
--

Credential monitoring IA.G4 IA.G4 IA.G4 IA.G4 

Provisioning personal 
IA.GS IA.GS IA.GS IA.GS 

devices and remote access 

Segregation of duties IA.G6 IA.G6 IA.G6 IA.G6 

Access record 
IA.G7 IA.G7 IA.G7 

documen tation 

Linkage of logical and 
IA.G8 IA.G8 physical access 

Disciplinary actions IA.G9 IA.G9 IA.G9 IA.G9 

Controls 

Operat ional req uiremen t 
lAD IA.CI lAD IA .CI 

mappl1lg 

Unique idcnlil) or each 
IA.C2 IA .C2 IA.C2 lA.C2 

user 

User access management IA.CJ IA.C) IA.C) IA.CJ 

Access contro l polic ics IA.C4 IA.C4 IA.C4 IA.C4 

Need - to - know access IA.CS IA.CS IA.CS IA.CS 
--

Review of user privileges IA.C6 IA.C6 IA.C6 IA.C6 

Special priv ileges 1A.C7 IA.C7 IA .C7 IA.C7 

Au thent ication mechanism 
IA.C8 IA.C8 IA.C8 IA.C8 for access 

-
Inactivc accounts IA.C9 IA.C9 IA.C9 IA.C9 

Acccptable lI St1gC of 
Information ::Issets & IA.CIO IA.CIO IA.CIO lAD 0 
systems 

Password policy IA.CII IA.CII IA.C I I IA.CII 
-

Default device credentials IA.CI2 IA.CI2 IA.CI2 IA.CI2 .-
Monitoring and retention of 

IA.CI3 IA.CI3 IA.CI3 IA.CIl logs 

Unsuccessful log-in 
IA.C I4 IA.CI4 IA.CI4 IA.CI4 attempts 

Ad-llOC access to systems IA.C I S IA.CIS IA.CIS IA.CIS 

Remote access IA.C I6 IA.CI6 IA.CI6 IA.C I6 

Provisioning of personal 
IA.C I 7 IA.CI7 IA.C I7 IA.CI7 deviccs 

-
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Top secret Secret Confidential Restricted Unclassified 

Segregat ion of duties IA.C IS IA .CI S lADS IA .C IS --
User awareness & liability IA.C I9 IA .C I9 IA.CI9 IA.CI9 

Implemen tation 
Guidelines 

Operational requirement IA .IGI. IA.IGI. IA. IGI. IA.IGI. 
mappmg IA. IGI9(a) IA. IGI IA. IGI IA.lGI 

10 (d) (a) 10 (d) (a) 10 (d) (a).(b) --
Unique ident ity of each 

IA. IG2. IA.lG2. IA.IG2. IA .IG2, 

IA. IG2 (a) 10 IA .IG2 (a) 10 IA.IG2(a) 10 IA. IG2(a) 10 user 
(g) (g) (g) (g) 

IA.IGJ. IA. IG3. IA.IG3. IA. IG3. 

User access management IA. IG3 IA .IG3 IA. IGJ IA.IGJ 

(a) 10 (d) (a) 10 (d) (a) 10 (d) (a) 10 (d) 

IA. IG4. IA .IG4. IA.IG4. IA. IG4, 

Access control pol icies IA. IG4(a) IA.lG4(a) IA. IG4(a) IA. IG4 

10 (d) 10 (d) 10 (d) (a),(b).(c) 

IA.lG5. IA.IGS. IA. IG5. I IA.lGS. 

Need to - know access IA.IG5 IA. IG5 IA. IG5 IA.IG5 

(a) 10 (d) (a) 10 (d) (a).(b),(c) (a),(b) .-
Review of user priv ileges IA. IG6 IA .IG6 IA. IG6 IA.IG6 

IA. IG7. IA .IG7. IA .IG7. IA. IG7. 

Special privi leges IA. IG7 IA. IG7 IA. IG7 IA.IG7 

(a).(b).(c) (a).(b),(c) (a),(b).(c) (a),(b).(c) 

Au thentica tion mechanism 
IA. IGS, IA.IGS. IA.lGS. IA. IGS, 

for access IA .IGS IA.lGS IA. IGS IA. IGS 

(a) 10 (d) (a) 10 (d) (a) 10 (d) (a) 
. _ .. 

IA. IG9. IA.IG9. IA.IG9. IA.IG9, 

Inactive accounts IA.IG9 IA .IG9 IA.IG9 IA.lG9 

(a) 10 (d) (a) 10 (d) (a) 10 (d) (a) 

Acceptable usage of IA. IGIO. IA. IGIO. IA. IGIO. IA.lG 10. 
Information assets & IA.IGIO IA. IGIO IA. IGIO IA.IGIO 
systems (a).(b),(c) (a).(b).(c) (a).(b),(c) (a).(b).(c) 

Password policy 
IA.IGII. IA. IGII. IA. IGII. IA .IGII, 

IA. IGII IA. IGII IA. IGII IA. IGII 

(a) 10(1) (a) 10 (I) (a) 10(1) (a) 10 (e). 

Default device credentia ls IA. IGI2 IA. IG I2 IA. IGI2 IA .IGI2 

Monitoring and rctention of 
IA.IG IJ IA. IGIJ IA .IGIJ logs 

Unsuccess ful login 
IA. IGI4. IA.IGI4. IA.IGI4, IA. IG I4. 
IA. IGI4 IA.IGI4 IA. IGI4 IA. IGI4 uttempts 
(a),(b) (a).(b) (a),(b) (a),(b) 

Ad-hoc access to systems IA. IGIS IA.IGIS IA .IGI S IA. IGIS 
-
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TOI' secret Secret Confidential Restricted Unclassified 

Remote access 
IA.IGI6. IA. IGI6, IA. IGI6, IA. IG I6, 
IA. IGI6 IA.IGI6 IA. IGI6 IA. IGI6 
(a),(b),(c) (a),(b),(c) (a),(b),(c) (a),(b),(c) 

Provis ioning of persona l 
IA.IG I 7 IA. IGI7 IA. IGI 7 IA.IGI 7 

devices 

IA. IG I S, IA.IG IS. IA. IGIS, IA.lG IS, 
Segregation of dut ies IA. IGIS IA.IG IS IA. IG IS IA. IGIS 

(a) 10 (g) (a) 10 (g) (a) 10 (g) (a) 

User awareness & lia bility IA.IGI9 IA. IGI 9 IA.IGI 9 IA.IGI9 
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4. Security monitoring and incident management 

a. Illlckgl'ound 

L Organi ... ..ations face significant risks of information loss through inappropriate account access and 

malicious transaction acti vity elc. which ha ve implication such as informati on leakage resulting 

in misuse, tinancialloss and loss of reputat io n 

II. Sec urity monitoring and inciden t response management is a key component of an o rgani7..31ion ' s 

information security program as it helps build organiz.1tiona l capability 10 detect. analyze and 

respond appropriately to an information breach wh ich might emanate from externa l or internal 

sources 

b. Relc\'IInCC ofdonl llill to informlltion scc lIrit)· 

i. The success o f a security program and the value being deli vered by sec urity initiat ives lies in the 

organi7-3lion's responsiveness to an external attack and its ability to sense and manage an 

interna l data breach 

11. In the operating cyc lc of an o rgani7 .. atio n. information is exc hanged. processed . stored. accessed and 

shared. There are llluitiple ways through wh ich the information may be exposcd to unintended 

persons, it may be intentionally or unintent ionally lost or externa l attackers may able to steal 

informat ion. This requ ires contin uo us monitoring of operations to identify likely in stances of 

information loss 

111. In format ion loss instances lead to seriou s conseque nces. An organ izlItion has some window of 

opportunity to curb the losses and reduce the impact. Th is requires a predictable and responsive 

incident management 

IV. The logs generated by informa tion systems, servers, operating system s, sec urity devices, networks and 

application systems prov ide useful information for detection of inc idents pertaining to sec uri ty 

of information 

v. Disruptive and destructive in fo rmati on security inc idents dema nd a competen t mo nitoring and inc ident 

managemcnt 

c. Security mo nit ori ng & incident management g uidelines 

L 

i. 

L 
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In ciden t resllonsc eovCl'llgc: The organization must develo p the monitoring SM.G J 
and incident response program such that it addresses the requiremen ts of its 
extended ecosystem 

a. The org.mization must ensure that th e scope o f security monitoring and 
incident management is extended to a ll information emerg ing from 
internal as well as external sou rces suc h as threats emerging from vendors, 
pa rtner or third panics 

Bre~\ch info l'll1 :llion: The organizatio n must build -i nc ident matrix'. particular SM .G2 
to its own th reat environmen t helping it iden tify possible breach scenarios that 
can expose or leak in formation whi lst listing down appropriate response 
procedure 

a. The incident scenarios shou ld be based on criticality and sensi ti vity o f 
information. threat ecosystem around the organization 

Securi ty intellige nce inrOl'll1<ttion : The orga niza tion mu st estab lish capability SM.G3 
to moni to r and record spec ific information about vulnerabilities (existi ng and 
new) that could aiTt .. ct in fo nnation, systems & assets 
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F:ntcrprisc log mnnagcmcnt: The organi :wti on mllst ensure Ihal logs arc SM.G4 
collected. stored. retained and analyzed for the purpose of identifying 
compromise or breach 

Deployment of skill ed resources: The organizntion must deploy adeq uate SM.GS 
resources and skills for investigation o f information security incidents such as 
building competenci es in d igital fo rensics 

Disciplil1l111' action : The o rgani zulion must establish procedures in dealing SM .C6 
with indi vi duals in volved in or bei ng pany to the incidents 

Structure & rcspollsibilil'y: The organizations shou ld define and establish SM.G7 
ro les and responsibili ties afallthc stakeholders of incident management (cam. 
including reporting measures. c5C<1lalion metrics. SLAs and their con tact 
informatio n 

Incident manageme nt awareness and tmlnlng: The organization musl SM.C8 
conduct educat ional . awareness and training programs as well as establ ish 
mechan ism by virtue of wh ich users can play an active ro le in the discovery 
and reporting of informal ion security breaches 

Communication or il1cillents : The organi 7..a tion must establish measures for SM .C9 
efTective communicati on of inc ident s along wilh its impact , steps ta ken fo r 
containment and response measures to all stakeho lders including cl ients and 
regulators 

d . Security mo nito ring & incident mamlgcment contro ls 

•• 

i. 

L 

,. 

'. 

L 

40l Page 

Securit y incident mo nitoring: The organization must build capability to SM.C I 
monitor activity over infonnation assets and systems that are bei ng used across 
its ecosystems 

Incident management : The organi7..ation Imlst define an info rmation secu rity SM .CZ 
incident management plan wh ich includes process elements such as incident 
reportin g. incident identification and notification, incident metrics based on the 
type o f incidents. procedural aspects and remediation measures. mechanisms 
for root cause analys is. communication proced ures 10 intemal as well as 
external stakeho lders 

a. The organization mu st deploy security measures for inciden t monitoring 
and protect the system during normal operation as \\-ell as to monllor 
potential securi ty incidcnts. The level and extent of measu res to be 
deployed shou ld be commensurate with the sensitivity and criticality o r 
the system and the information it con tai ns or processes 

In cident identification : Ensure that a set of rules cxists that he lps to dctcct, SM.CJ 
ident ify. analyze and deelare incidents fro m the informatio n collected from 
difTerent sources 

Incidcnt evaluation: The organi7 .. ation must define polices and processes for SM .C4 
logging. monitoring and lI uditi ng of all activ ity logs 

a. The organi7..atio n must deploy relevan t forensic capability to aid in incident 
evaluation 

[SClIllltion Pl"Occss : The organi7..a t ion must create and pcriodicnlly update an SM .C5 
escalation process \0 address different types of incidents and fac ilita te 
coordi nation amongst variolls function s and personnel during the lifecycle of 
the incident 

Ilrcach inform il tion: Ensure that know ledge of inciden ts. lind corrcctivc SM.C6 
action taken sho uld be com piled in a structured manner. The organizat ions 
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mu st record. al II minimum, the fo llowin g info rmatio n: 

n. Th e ti llle information sec urity in cid ent was d iscovered 

b. The lime when incident occurred 

c. 1\ desc ription of incident. including the infonnation , asset & system. 
personnel alld locations involved 

d . AClion taken. resolution imparted and corresponding update in knowledge 
bas<: 

Configuring devices for logging: The organization must configu re the S M.C7 
devices to generate log infonnation required to iden ti fy security compromise 
or breach 

Activity logging : Th e organi7-<alion mu st defi ne II process fo r coll ection. SM.C8 
management and retention of log information from all informalion sources 

a. The scope o f generating logs should be extended to a ll c ritica l systems 

Log information: Logs must contai n. at a mlllim um the following SM.C9 
informmio n: unauthori zed update/access, start ing/ending date find time o f 
ac ti vity. user identifiefltion, s ign-on and s ign-off activi ty. connection session or 
terminal , fi le serv ices such as file copyi ng, search, log succcss ful and 
unsuccessfu l log- in attcmpts. acti vities o f priv ileged user~IDs. changes to uscr 
acecss rights, dcwil s of password changes. modification to so fi ware etc . 

a. The organi zation must ensu re that time consistcncy is ma inta in ed between 
all log sources through mechani sms such as time stamping and 
synchron i7 .. ation o f servers 

Log informatio n correlation: Orgal1 i7..31100 should e nsure that a process IS S M.CIO 
establi shed for regular review and analysis of logs and log reports 

Protcctinl-! log information : Periodic va lidmi on o f log records, especia lly on SM.C II 
system/application where c lassified information is processed/stored, 111 I1St be 
performed, to check for integrity and completeness orthe log records. 

a. Any irregul arities or system/app lication errors which are suspected to be 
triggered as a rcsult o f security breaches, shall be logged. reported and 
invcstigated 

b. For sensi tive nel\\ork. a ll logs sho uld be stored in encrypted fonn or place 
H1mper proof mechani sm for during creation / storing / processi ng logs 

Deploy ment o f skilled reso urces: T he organi7 .. .1Iion must deploy person nel SM.CI2 
w ith requi s ite technica l skill s for time ly add ress ing and managing incidents 

Incident reporting: The organi zation must cnsure that a mechanism ex ists fo r SM. C t J 
employees, partners and other thi rd pan ics to repon inc idents 

a. Incident management should support inrormation breac h notification 
req uirements as n e ll as fonna l report ing mec hani sms 

b. Ensure that a sign ificant leve l of eITorts are dedicated toward s spreading 
awareness about inc ident responsc process throughout the o rganization and 
10 partncrs and other third parties 

Shllring of log information with law enforcement llgc ncies: The S M.C I4 
organ i7..3 lio n must make provisions for slHlring log inrorma t ion with law 
en fo rcement bodies in a secure manner. thro ugh a formal doc umen ted proccss 



'. Communicati o n or incide nt s: The organization must ensure that timely SM.C IS 
communication is done to report the incident to relevant stakeholders such as 
the Information Security Sleering Corn mil1cc (ISSe). sectorial CERT teams 
and CERT- In etc. 

e. Secur ity moni to ring a nd incide nt m.ua:' gelll ent impleme ntatio n g uid elines 

L 
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Securi ty incidcnt mo nitoring: The roles and responsibi lities for incident SM .lG I 
management must be defined by the organiL..1tion. cccssa!)' tool s and 
capability to enable monitoring mu st be made available. The following groups. 
entities foml an essential part of the coverage of the organizations monitoring 
capabi li ty: 

a. Users - the ir roles. associations and activities over mUltiple systems and 
app lications, di sgruntled employee 

b. Assets - ownerships, dependency on re lated appl icat ions or business 
processes and what informntion is accessed 

c. Appli c'lt iolls - usage of appl ications. transactions. access points. file 
systcm s whic h ho lds sensitive information 

d. Networks - tramc patterns. sessions and protocol management wh ich arc 
used to acccss the information 

e. Da t:lbascs - access pattcrns, read & updates activ ity. database queries on 
information 

f. Da ta - acccss and transactions on the amount of unst ructuredl structured 
data, sensitivity of daln such as PI!. PilI. financial Information etc 

Incident nm nage ment: Thc organization must establish a security incident SM .lC2 
response procedure with necessal)' guidance on the securi ty incident response 
and handli ng process. The procedure must be communicated to all employees. 
management and th ird party sta ff located at the organiz.'lIions facility 

a. Organizm ion shou ld establ ish guidclines for prioritil.ation of informa tion 
sec urity inciden ts based on - critica lity of infonnatioll on affected 
resourccs (e.g. servers. networks. applications etc.) and poten tial technical 
effects of sueh incidents (e.g. denial of se rvice. information stealing etc.) 
on usage and access to information 

b. Organiz.'lI ion should assign a ca tegol)' to cach type of informat ion security 
incidcnt based on its sensitiv ity fo r prioriti1 .. .1I ion of in cidents. arranging 
proportionate resources, and defining SLAs for remedia tion serviccs 

c. Organ ization must define d isc iplinary action and conseq uences in-case 
emp loyee or authorized third party personne l are responsible for breach or 
triggering secu rity incident by deliberate action 

d. Organiz..lt ion must define liability of third party entity in -case breach or 
incident originates due to dclibcmtc action of such parties 

Incid ent id cnlilica tio n: Thc orgnni z<ltion must contin uously monitor users. SM .lC3 
app lications. access mechani sms, devices. phys ical perimeter. and other 
aspects of its operations to check for disruption in their normal functioning 

a. Security capability should seck to detect and/or "prevcnl" anacks through 
monitoring activity 

b. Estab lish processcs to identify and report intruders leveraging 
unauthorized access 
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c. Monitor downloading and instal ling activity 

d. Monitor hosts. network traffic. logs. and access to sensiti ve data to identify 
abnormal behavior 

c. Delect, seck eSllIbl ishment of un auth ori zed pccr· to- pccr networks, or 
intruder-operated botnc\ servers 

r. The organization must dc\'clop guidelines \0 c lassify inc ident based on 
certain parameters such as ident ity theft, unauthorized access. and 
malicious code execu tion ctc. This wi ll aid in class ification of incidents 
and help in identification of most freq uen t types of incidents 

g. Direct a ll users to report suspicious acti vi ty o r abnorma l system 
performance 

h. Conduct periodic training o f all users 10 acquaint with illcident reporting 
processes 

Incident evaluation: The organ;7 .. aI;on must focus on deVeloping procedu res SM. IG4 
for incident cva luati on such as type of incident. loss of informatio n, access o f 
information. IP address. time. and possi ble reason fo r inc iden t, orig in of threat 
etc. 

a. Obtai n snapshot o f the compromi sed system as soon as suspicious activity 
is detected. The snapshot of the system may inelude system log fil es such 
as server log. network log. firewall/ router log, access log ctc., information 
of active system login or network connection. and correspond ing process 
status 

b. Conduct impac t assessmen t o f the incident on data and information systcm 
invo lvcd 

c. Segregate and isolate critical information to other media (or other systems) 
which arc separated from the compromi sed systcm or network 

d . Keep a record o f all actions taken during thi s stage 

c. Check any systems associated with the compromised system thro ugh 
sha red network-based se rvices or through any trust relationship 

f. Iso late the comprom ised com puter or system tem porarily to prevent 
further damage to ot her in tcrconnected systems. or to preven t the 
comprom iscd system from be ing used to launch attack on other connected 
systems 

g. Rcmove user acccss or login to the system 

h. Ensure that incidents arc reponed in timely man ner so that fas test possible 
remedia l measures can be ta ken to reduce further damage to the IT assets 

Esca l;Hio n l}fOCCSSCS: The organ il ... 'lI ion mu st create and periodica lly update an SM.lG5 
escalation process to address differcnt t)pes of incidents and fac ilitalc 
coordination amongst various functions and jX:rsonnel during the lifecycle of 
thc incident 

a. The esca lation procedure must idcTl ti fy and cstablish poi nts of contact. at 
various levcl s o f hierarc hy, both wit hin the organ ization and wit h vendors 
and third panics responsible for ha rdware/ soft warc 

b. Maintain an updated li st containi ng deloil s o r poin ts of contacts fro m all 
concerned departmcnts and runctions such as technical. legal. operations 
and maintcnance stan: supporting vendors. including the system's 
hardwarc or so ftware vendors, application developers, and security 
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consultan ts etc. 

c. Establish procedure for incident noti fication to be shared wi th the above 
ident ified personne l, based on the type and severity of im pact caused by 
the inc ident. in a time ly manner 

d . Evcry syslcl,n should have a specific esca latio n procedure and points of 
contact which meet their spec ific opcralional needs. Specific contact lists 
should be maintained 10 handle diITerent kinds of incidents that involve 
different expertise or management dec isions 

e. Different persons may be notified at various siages. depending on the 
damage to or sensitivity o f the system. Communicmion at each siage must 
be supported by detai ls such as issue at hand. severity leve l. type o f 
system under attack or compromise, source of incident. eSl immed ti me to 
reso lve, resources req ui red amongst OI hcrs 

Breach inrorm a lio n: The organi7 .... 'ltion must ensure adequate knowledge of SM.IG6 
incident/ breach is obtained through post incident analysis. 

a. Recommendations to thwart simi lar incidents in the future, poss ible 
mcthod of attack, system vulnerabi lities or exploi ts used amongst other 
info rmat io n about incidents must be recorded 

b. Details such as time of occurrence. affected devices/services. remediation 
etc. must al so be doc umented 

c. Save image o f the comprom ised system fOf forensic invest igation purpose 
and as ev idence for subsequent action 

Configuring devices ror logging: The organ ization must es tab lish logging SM. IG 7 
polic ies on all lCT systems and devices including security devices stich as 
firewall s etc., by enabli ng syslog, event manager amongst others 

a. The organization must captufe and retai n logs ge nerated by activity on 
information assets and systems 

b. The o rganization should subsc ribe to knowledge sources and correlate the 
informatio n to generate intelligence out of va rious events and instances 

ACli\'it)' loggi ng: The organization must defi ne II process for collec tion. SM. IG8 
management and retention of log info rmation from al l information sources 

a. Logs should be securely managed in accordance to the organizations 
requirements and should foc us o n securing process for log generation. 
limi ting access to log liles, securing tran sfer of log informat ion and 
sec uring logs in storage 

b. Organiz'lI ion should integrate the log architecture with packaged 
applications o rland customizcd systems. There should be standardized log 
formats o f unsupponed event sources wh ich may lead [0 informat ion 
security inc idents 

c. Log arc hi va l. rcte ntion and d isposal mcasures shou ld be dep loyed as per 
the compl iance requirements o f the organization 

Log In fo rmatio n: Ensure that system logs contain informalio n capture SM.IG9 
including all the key event s. activity. Iran s.1ctions such as: 

a. Ind ividual user accesses: 

b. Rejected systems, appli cat ions. fi le and data accesses; 

c. Attempts and other failed actions; 
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d. Pri vileged. administrati ve or root accesses; 

c. Use of identificat ion and authentica tion mechanisms: 

f. Remote and wireless accesses: 

g. Changes to system or application con figurations: 

h. Changes to access rights: 

1. Use ofsystcm utilities; 

J. Acti vation or deactivation of security systems: 

k. Transfer o f c lassi fied infonnation 

I. Deletion and modification of classified infomlation 

Ill . System crashes 

n. Unexpected large deviation a ll system clock 

o. Unusual deviation from Iypical network traffic nows 

p. Creation or deletion of unexpected user accounts 

q. Unusualtimc of usage 

r. A suspicious la511imc login or uS<lgc of a uscr account 

s. Unusual usage pntlcms (e.g. programs are being compiled in the account 
of a user who is n OI involved in programming) 

t. Computer system becomes inaccessible without explanation 

u. Unexpected modification to file s ize or date. especia lly for syslern 
executable files 

v. All log generatio n sources such as information system s and critical devices 
must be synchroni zed w ith a trusted time servcr periodica lly (at least oncc 
per 1110nth) 

Log information co rrelation: The organi:t . .11ion must sc hedule a periodic log SM. IC IO 
review process for examination of any attempted system breaches. failed login 
attempts amongst ot hers 

a. The organi L<lt ion must undertake regu lar review o rlog records o n systems! 
applicat ions whcre class ified information is stored or processed 10 identify 
unauthorized access, modilication of record s. unauthori zcd usc of 
information, systcm errors and scc urily events. unuuthorized execution of 
applications and programs. in addition to review o f changes to standard 
configuration o f systems sto ring o r processing classified information 

b. Appropriate capabilities IUlist be implement to check for modificution of 
infonnation ownership and permiss ion settings 

c. Appropriate capabilities sllch as intrus ion detection system (IDS) or 
intrusion prevention system ( IPS) should be implemen ted to anal yze log 
information to detect Intrus ion. malicious o r abusive activity inside the 
netwo rk. verification of integrity of classified informatio n and important 
files 

Protectin g log informatio n: Periodic va lidation of log records. especially on SM. IC II 
system/applietuio n where classified info rmation is processed/stored. must be 
pcr rormed , to check for integrity and completeness orthe log records 

a. Access 10 system and device logs mu st be restricted only to ICT personne l 
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through admini strative policies and olher measures 

b. Logs must be retained for adeq uate period of time cons iderin g 
organi zat ional, regulatory and audit rcquircmenls 

c. Log information mu st be securely archi ved and stored in sec ure dev ices 
and placed under the supervis ion o f concerned Information securi ty 
personnel 

d . Log information, beyond its intended period of retcntion, must be disposed 
as per standard data di sposal poli cy 

e. Log information of all admini strati ve and privilege accounlS activity must 
also be maintained 

f. Log information must be protected from modification or unauthorized 
access 

Deploy m ell t of skilled r eSOlll'CCS: The organi zatiolllllusl de fine the resources SM.IG12 
and management support needed to effecti ve ly maintain and mature an 
inci dent response ca pability 

a. Individuals conducting incident analyses must have the appropriale skills 
and technica l expertisc to ana lyze the changes 10 information systems and 
the associated security ramifications 

b. The organization must train s personnel in their incident response ro les and 
responsibilities with respect 10 the infonnation system 

c. The o rgani zation should incorporate s imulated events into inc ident 
response Iraining to fac ililate effective responsc by personnel in cris is 
s ituatio ns 

d. Thc organi 7.8tion shoul d develo p competencies in cybc r fore ns ics and 
investigati ons or seek support from aUlhori led eybcr in vestigation 
agencies 

Incident repo rting: The organiz.1tion Inust ensure Ihal appropriatc procedures SM. IG13 
are followed to enablc reporting of incidents both by em ployees and partner 
agencies 

a. Thc reporting procedure sho uld ha ve clearly identified point of contact 
and shoul d havc easy to comprehend stcps for personnel to fo llow 

b. The rep0l1il1 g procedure sho uld be published 10 all concerned staff for 
their in formation and re ference 

c. Ensure all cm ployees and partner agencies are familiar wi th the reporting 
procedure and are capable of reporting security incidcnt instantly 

d . Prepare a standardized security inc iden t reporting fonn to a id in collection 
of in format ion 

S lnlrin g of log information with law enforcement :Igencics : The SM .1GI 4 
organization must make prov is ions to share log info rmation wi th luw 
enforcement agencies such as police on receiving formal written notice or 
court orders. 

Commun icatio n of Incidents: The organi7 .. <l tion must ensure thai apart from SM .lG I 5 
addressi ng un incident, the information about its occ urrence should be shared 
with relevant stakeho lders such as the Information Security Steering 
com mittee ( ISSC), sec to rial CERT teams and CE RT· In, service providers lind 
partner vendo rs and agencies etc . 



f. Adoption mlltrix for Secu ri ty Monitoring and Incident Reporting 

Top secret Secret Confidential RestriCied U ncJassi fled 

Guidelines 

Incident response coverage SM.Gl SM.Gl SM.G l SM.Gl 

Urcach information SM.G2 SM .G2 SM.G2 SM.G2 

Security intelligence 
SM.GJ SM.G3 SM.GJ SM.G3 information 

Enterprise log management SM.G4 SM.G4 SM.G4 SM.G4 

Deployment of skilled 
SM.GS SM.GS SM.GS SM.GS 

resources 

Disc iplinary action SM.G6 SM.G6 SM.G6 SM.G6 
--

Structure & responsibility SM.G 7 SM.G7 SM.G7 SM.G7 

Incident management 
SM.G8 SM.G8 SM.G8 SM.G8 

ilwareness and training 

Communication of incidents SM.G9 SM.G9 SM.G9 SM.G9 

Controls 

Security incident monitoring SM.cJ SM.cJ SM.Cl SM. Cl 

Incident management SM. C2 SM.C2 SM.C2 SM. C2 

Incident identification SM.CJ SM.CJ SM.CJ SM.CJ 

Incident evaluation SM.C4 SM .C4 SM.C4 SM.C4 

Escalation process SM.CS SM.C5 SM.CS SM.CS 

Breach infonnation SM .C6 SM.C6 SM.C6 SM.C6 

Configuring devices for 
SM.C7 SM.C7 SM.C7 SM.C7 

logging 

Activ ity logging SM.C8 SM.CB SM.C8 SM.CB 

Log information SM.C9 SM.C9 SM.C9 SM.C9 

Log in formation correlation SM.cJO SM.ClO SM.ClO SM.ClO 
--

Protecting log infonnalion SM.cJ 1 SM.Cll SM .Cll SM.Cl l 

Deployment of skilled 
SM.Cl2 SM.Cl2 SM.Cl2 SM.cJ2 

resources 

Incident report ing SM.C lJ SM.CIJ SM.Cll SMCl J 

Sharing of log information 
SM.Cl4 SM.Cl4 SM .CI4 SM.cJ4 

with law enforcement agencies 

Communication of incidents SM.ClS SM.ClS SM.Cl5 SM.Cl5 

Implementation Guidelines 

SM. lGl, SM.lGl , SM. lGl , SM.lG l, 
Security incident monitoring SM.lGl SM.lGl SM.lGl SM.lGl 

(a) (0 (8 (a) to (8 (a) (0 (8 (a) (0 (8 
SM.lG2. SM.lG 2. 

SM.lG2 SM.lG2 
Incidcnt manilgement SM.lG2 SM.lG2 

(c),(d) (c),(d) 
(a) 10 (d) (a) (0 (d) 
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SM. IGJ. 
SM. IGJ. SM. IGJ. SM.IGJ. 

Incident identification 
SM. IGJ(a) 10 (h) 

SM.IG3(a) SM. IGJ SM. IGJ 
10 (It) (g).(h) (g),(h) 

SM.IG4. SM. IG4 
SM. IG4 , SM.IG4, SM.IG4. 

Incident evalmltion SM. IG4 SM. IG4 SM.IG4 
(a) 10 (h) 

(a) 10 (It) (a) 10 (h) (a) 10 (It) 

SM.lG5. SM.lG5 SM. IGS. SM .IGS. SM .lGS, 
Escalalion processes SM. IGS SM. IGS SM .lGS 

(a) lo(e) 
(a) 10 (e) (a) 10 (e) (a) 10 (e) 

.-

SM .IG6, SM.lG6, SM.IG6. SM .IG6. 
Breach information 

SM. IG6(a).(b) 
SM. IG6(a). SM.IG6 SM.IG6 
(b) (a).(b) (a),(b) 

Configuring devices for SM. IG7, SM. IG7. SM .lG7. SM. IG7. 
logging SM. IG 7(a) SM.lG7(a) SM .lG7(a) SM. IG7(a) 

SM .lGS. SM.IG8. SM.lGS. SM. IGS. 
ActivilY logging 

SM .IGS (a) 10 (e) 
SM. IG8(a) SM. IGS SM.IGS 
10 (e) (a) lo(e) (a) 10 (e) 

-
SM.IG9, SM. IG9. SM.IG9. SM.IG9, 

Log Information 
SM.lG9 (a) 10 (v) 

SM.IG9 (a) SM.IG9 (a) SM.lG9 (a) 
10 (v) 10 (v) 10 (v) 

SM .lGIO, SM. IGIO. SM .IGIO, SM.lGIO. 
Log information corrclalion SM .lGIO SM. IGIO SM .IGIO SM.lGIO 

(a),(b).(e) (a).(b).(e) (a).(b).(e) (a).(b).(e) 

SM. IG I I. SM .lGI I. SM .IG I I. SM. IG II. 

Protecting log information SM .IGII SM.lG I I SM .lG II SM.IGII 

(a) 10 (I) (a) 10 (I) (a) 10 (I) (a) 10(1) 

SM.IG I2, SM.IGI2. SM. IGI2. SM.IGI 2. 
Dcployrncnlof skilled 

SM. IGI2 SM. IGI2 SM. IGI2 SM.lGI2 
resources 

(a) 10 (d) (a) 10 (d) (a)lo(d) (a) 10 (d) 
-

SM.IG13 SM.IGU SM .lGIJ SM.lGI3 
Incident reporting SM.IGI3 SM.lG 13 SM. IGIJ SM.IGI3 

(a) 10 (d) (a) 10 (d) (a) 10 (d) (a) 10 (d) 

Sharin g of log information 
SM.IGI 4 SM .lGI4 SM.lGI4 SM. IG I4 with law enforcement agencies 

Communication of Incidents SM. IGIS SM.lG 15 SM.lGI S SM. IGI5 
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